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2. Introduction

This document shows how to receive SNMP traps using NuDesign products
(Visual MIBrowser Pro and NuDesign Master Agent Service).

3. Trap Reception

For the purposes of this exercise, NuDesign Visual MIBrowser Pro is used to
receive SNMP v1/v2 and SNMPv3 traps. NuDesign Master Agent Service is used
for sending traps.

3.1. SNMPv1iN2 Traps

1. Open NuDesign Visual MIBrowser Pro and click on the “Trap Rx” button.

C B

Trap A= Trap Tx

2. Notification Receiver window will open up. It is showing that the traps will be
received on port 162.

] Motification Receiver 1

Fle Edt | @ | X | 20 || M Oxeg N
Port Mumber: |152 Max. Entiies o 100

Maotification Receiver initialized i
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3. To receive v1/v2 traps, we need to ensure that the community strings
specified in the traps are configured in MIBrowser. This can be done in two
different ways. The first is to configure MIBrowser to receive trap for all
community strings. This is done in the “Notification Rx” tab of the
“Tools/Options” dialogue by checking off the “Receiver V1/V2 notification
from all communities” check box at the bottom of the tab.

24 Options =[O =]
Dizplay Compiler Set Mizcelansous
[ waUSMUses | va3Commwniies | V3 Targets | Y3 VACM
Ermnail T Hatification Ts T Motification Rx T Alarmz
Select a Notifization Select a Motification Pricrity

authenticationF ailure

E xizting Matification Priorities

I j Delete |

¥ Receive W12 natifications from all communities

ak. I Cancel | Apply |

The second way is to configure individual community strings in the ” V3
Communities” tab of the “Tools/Options” dialogue.

o]
Ernail | Matification Tx T Matifization Fx T Alarms
[ Diizplay T Compiler T Set T Mizcellansous
Y3USMUsers | V3 Communities | V3 Targets | W3 VACH
Mame | Security Mame | Engine Id |
public public 00 001 2:9%: 7F O0E000 - 5o 53202 Add
private private 00:00:12:99:7F00:00:07: 3c:19: 3202

E dit

Delete

ils

oK I Cancel Apply
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4. Now that Visual MIBrowser Pro ready to receive, let’'s configure NuDesign
Master Agent Service to send to traps. From the Control Panel click on the
NuDesign SNMPVv3HTTP Agent icon to start the agent configuration applet.

<

MHullezign
SMNMPW3 /
HTTF Agent

Choose SNMPv2c in the SNMP version.

Yersion
|7 " SMMP w1

&+ SHMPvie " SMMPv3

5. Now look at the Target Address table where it is specified which address
the trap is supposed to go to and what the community string is. We are
using the loop back address for this exercise since the source and target
are both on the same machine.

r. MuDesign SHMPy3/HTTF Agent Service Configuration

Carnrnunity I

erzioh

Sf&ifyﬂem — Target Addresses T able
- Subagents Hnw#| Address | Timeout| Retmy | Comrmunity | Yersion | Tag List |
" Dynamic Loading 0 127001162 5 0 publi SNMPYI(D]  tag]
- hgents Control
- SNMP
& Authentication
Commurity
.. Natify
Address [eq. 127.0.0.1:162]
-HTTP Mew
- Remote Subagent Tag List gt |
~tetll Timeout RetryCount I £l

-

I vI Delete

— Matify Table
Rowtt| Tag |_Type |
0 tagl trap(1]
1 tag2 inform(2]
Tag I
Hotify T ype I 'I MHew Sl [E[Ete
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6.

3.2.

Now close this applet and it will ask to restart the agent. When the agent is
restarted it will send out a cold start trap which we should see in the
MIBrowser Pro Notification Receiver.

&if Motification Receiver 1
Feedt | @ | X | O EH | M ﬂxlﬁm

Part Humber: |1E2 b ax. Entries ',-,j,,,,,,,,, 100

|
Trap [¥1]. 08-28-2008 16:34:45, 127.0.0.1. cold5tart
b Cammmunity Sting = public
Enterprize = snmphodules.1.1.5
Genenc Trap = Cold Start
Specific Trap=0
TimeStamp = 0-0:0:2.33

| Muatification Receved on port 162 | Matifications ; 1 5

SNMPv3 Traps

To send out SNMPV3 Traps a number of tables in the agent need to be
configured.

1.

From the agent configuration applet, choose the SNMPv3 for the SNMP
version.

2. Go to the Notify table and create a row that tells the agent that you want to
send a trap. This row has a tag and specifies whether a trap or an inform
will be sent out. Make sure that the Notify Filter Table and Notify Filter
Profile Tables are empty. We will not be dealing with filtering in this tutorial.

r- HuDesign SNMPv3/HTTP Agent Service Configuration
- mib-2 system — shmphotifyT able
- WACM
E----Securit_l,l To Group Howﬂ| Name | Tag | Type |
i Yiew Tree Family u il tag! trap(1])
i Booess
e Contest
- Subagents
Dynamic Loading
- fgentz Control
- SHAMP — Fow
- Authentication Index Object
Target Addresz
- Target Params shimpatiful ame
i atify
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3. We will configure the Target Params Table next. In this table you should
create a new row ‘p4’. Its MPModel is SNMPv3 and the security model
being used is secUSM. We call it ‘test’ and its security level chosen is
NoAuthNoPriv.

r. HuDesign SHMP¥3/HTTF Agent Service Configuration

:;fci:}' e — shmpT argetParamsT able
Security Ta Group Rowt | Namel b Pk odel | Securitybodel | SecuribyM ame | SecurituLewvel |
Yiew Tres Family 0 pl mpSHP1 (0] zecSMMPY1(1] publ!c na-'i't.uthNoF'r!v[H
o Aocess 1 pe mpSHPYE3) zeclSM[3) public na&uthNoF‘rw[H
2 k] mpSHkPY3[E] zeclI5h[3) mdAdes authPriv[3]
- Context 3 md mpSHkPY3[E] zeclI5h[3) test nodth aPriv(1]
- Subagents
‘... Dynamic Loading
- Agents Caontral
- SHMP — Fow
- Authentication Index Olbject
’7 shmpT argetParamsh anme pd
L Natify

4. The Target Address Table will tie the rows in the above two tables together.
In this table you will specify the address to which the trap/inform is sent to
(specified in the Notify table as ‘tagl’) and what security is to be used
(specified in the Target Params table as ‘p4’).

r_ MuDesign SHMP¥3/HTTF Agent Service Configuration
- k-2, spstemn — stimpT argettddrT able
V'QE;I i ToG How#| Name| TDomain | TAddress | Timeout | F|| Taglist | Paramsz | Thlazk | kbS5
ST 0 £l udpDomain(1)  127.0.0.1:162 5 0 tagl pd 434
gicallieshanit 1 2 udpDomain(1)  127.0.0.1:162 5 1 tagl pd 484
i Aocess
i Contest
A 13
S_ubagents I I —I
i Dynamic Loading _FRo
':ﬂi::; Cantrol Index Object
[ - Authentication ’VsnmpTargeL&ddrName I
BIoeticdiess srmp T argetdddi TOomain — [Ldn0 omain
- Target Params |
o Natify snmpT argetddd TAddress Addr. I

5. Now close this applet and a v3 trap will be sent by the agent service when it
restarts.

We notice that the trap was not received by the Notification Receiver.

6. At this point we need to review what we have done to make sure all the
parameters were configured properly. We will notice that in the Target
Params table the security name is ‘test’ and its securityLevel is
noAuthnoPriv. We need to make sure that the MIBrowser Pro has a
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corresponding security name in the USM table with the correct
authentication and privacy and corresponding engine id.

.‘ﬂ USM Uszer Entry Ed

15k Uzer Hame

Itest

Current Known Engine ldz

IEIEI: 00:12:99: 7 00:00:01: ab:cd: ef:bh

Authentication Protocal
I

Authentication Pazsward

IHDHE

I
Findld_|

Frivacy Protocol
I

IHDHE

Frivacy Pazswaord

Ok |

Cancel |

7. Also the USM table in agent should have a corresponding entry for ‘test’.

r. NuDeszign SHMP¥3/HTTP Agent Service Configuration

- mib-2. gystem

AT

Security To Group

o Wiew Tree Family

. Aiccess

o Cantest

- Subagents

. Dynamic Loading

- Agents Cantrol

o CHMP
- Authentication

- Target Address

- Target Paramz

- Mtify

- Muotify Filker Praofile

- Motify Filker

- Prowy

- J5M

—uzmllzerT able

R owtt | E nginelD

| M ame | SecuntyMame | Ay~

1] 00:00:1:2-39: 7F:00:00:01: ab:cd:ef-bb
1 00:00:12:39: 7F.00:00:01: ab:cd:ef:bb
2 00:00:1: b 1 :-bhb
3 00 00:12:39: 7F.00:00:01: ab:cd:ef:bb
4 I 00:00:12:39: 7 00:00:01: ab: cd:ef-bb
4

rnd5 md5 ]
zha

mdaes md5aes
md5des  mdSdes M|
[ '

—Row

|ndex Objects
% [lze Local Enginell

) Ertter my awn Enginel D

vzl zerEnginel D |EID:EIEI:1 2:99: 7500 0007 : Ak ced: ef: bl

uzmllzerh ame Itest

uzmllzerSecuntpt ame Itest

uzmllzerdiuthProtocol

Inone

8. Now when we close this application and a trap is sent, it is received in

Notification receiver.
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....... Security Level = noAuthM aPriv(1)
------- Contest Mame =
b Combent Engine Id =
....... Request = 2
....... syslUpTirme 0 = 0-0:0:2.87
(- snmpModulez.1.1.4.1.0 = snmphodules.1.1.5.1

9. The next step is to try to send an AuthPriv trap and see if we receive it. We
review the USM and Target Params tables in the agent and find ‘md5des’
already defined and it is AuthPriv. Next we go to the TargetAddress table
and specify ‘p3’ which is the row in the TargetParams table with the
securityName of ‘md5des’.

We also have to make sure that MIBrowser Pro USM table also has an
entry for ‘md5des’.

Once, this is done we are ready to send the trap again by closing the
application.

- Trap [¥3). 09-11-2008 16:46:00, 127.0.0.1, snmpModulez.1.1.5.1
El ----- Security Mame = mdSdes
------- Security Level = authPriv(3]

------- Contest Mame =

e Contest Engine Id =
------- Request =3
------- apsllpTime.0 = 0-0:0:3.21
b snmphodulez.1.1.4.1.0 = snmph odules.1.1.5.1

To recap, we were able to send v1/v2, v3 noAuthnoPriv, v3 AuthPriv traps,
individually, from the Agent Service and receive them in NuDesign Visual
MIBrowser Pro.

3.3. SNMPv1 & SNMPv3 Traps Together

An agent can send any version of a trap (SNMPv1, v2 and / or v3) to as many
locations as specified in the TargetAddress Table.
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- mib-2. spstem — snmpT argetddd T able
----\-?-‘-.EM . Rowl | Name | TDomain | Taddress | Ti| B[ TagList | Params | Thas
;- Security To Group 0 syl udpDomain(1] 127.0.01-162 0 0 tagl ol
- View Tree Family 1 1 udpDomain(1]  127.0.0.1:162 5 0 tagl pd
i Access 2 z udpDomain(1]  127.0.0.1:162 5 1 tagl p3
i Conbext
1 »
S_ubagents I I _I
“ Dipnamic: Loading — Row
- Bgents Control Index Object
- SHMP l—
Authentication ’VsnmpTargetAdleame

i llotoeddicss shmp T argetdddT Diomain I

i Target Params
e Tt pasraaa_.. waa

We can see from Target Address Table that three destinations (all loopback
addresses) have been configured. Therefore, we should see three different traps
being received by MIBrowser Pro.

:;'r;f}%tem —shmpT argetParamsT able
Security To Group Hnwﬂl Name| Pl adel | Securnitubdodel | SecurityNamel Secuntylewvel |
Wiew Tree Family I pl mpSHMPY1 (0] zecSMNMPYI[T) publ!u: noAuthNoF'r!vH]
Aomess 1 p2 mpSHMPY33) zeclJSMI3) public no.t'-\uthNoF'an 1
2 p3 mpSHMPY3A(3) zeclJSMI3) mdSdes authPriv(3]
- Context 3 pd mpSHMPY3E3) zecl)SM(3) test nodsuthM oPriv(1]
- Subagents
Dynaric Loading
- fgents Control
- SMMP — Fiow
. Authentication Index Object
’7 zhmpT argetParamst ame

Correlating “Params” from Target Address Table to Target Params Table, it can be
observed that,

‘p1’s security model is SNMPv1, ‘p3’ is SNMPv3 with security level of ‘authPriv’
and ‘p4’ is also SNMPv3 and it is ‘noAuthnoPriv’.

When this applet is closed, the traps will be sent out. We can observe in Visual
MIBrowser Pro the traps received by it.
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= Trap [¥1). 01-27-2009 15:31:43, 127.0.0.1, cold5tart
------- Community String = public
------- Erterprize = snmpT raps
------- Generc Trap = Cold Start
------- Specific Trap =1
------- TimeStamp = 0-0:0:3.31
= Trap [¥3). 01-27-2009 15:31:43, 127.0.0.1, cold5tart
[+ Security Mame = mddez
------- Request = 3
------- zlpTime. 0 = 0-0:0:3.31
------- zmpTrap0lD.0 = coldStart
= Trap [¥3). 01-27-2009 15:31:43, 127.0.0.1, cold5tart
[#]- Security Mame = test
------- Request = 2
------- zlpTime. 0 = 0-0:0:3.31
------- zmpTrap0lD.0 = coldStart
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4. About NuDesign Technologies

NuDesign provides software development tools, libraries, components and
applications for the management and monitoring of networks, systems, services,
applications, desktop and embedded devices. The company also provides
professional services to customers requiring specific management solutions.

NuDesign’s focus is on industry standard management protocols like SNMP and
emerging management protocols using HTTP and XML/SOAP transport.

NuDesign’s customers are Original Equipment Manufacturers, System Integrators,
Service Providers and End Users worldwide.

The benefits of deploying NuDesign's management software technologies are
lower costs and reliable, low risk, quick-to-market solutions:

The End User management products are feature rich, extensible, yet very
easy to use out of a box.

The middleware components come with easy to understand and re-use
coding examples.

The highly automated agent development tools with associated tutorials
enable fast prototyping and development, and facilitate organization and
design process while supporting multiple target environments with
generation of very complete and immediately compilable agent code.

NuDesign’s products and services include:

SNMP development tools and components - SNMP / WEB / CLI agent code
visual generation tools for multiple desktop and embedded targets, with
standalone Agent and Master Agent / Extension Subagent architectures.
SNMP components for development of management applications and
SNMP MIB building / browsing, managing and testing applications.
SNMP Management Applications - supporting SNMPv3 Agent and MIB
management features, including Graphing, Get, Set, Walk, SNMP packet
Trace and Scripting capabilities, Trap Send / Receive applets.

Host resource monitoring products, and IP services and infrastructure
monitoring products.

Design and Support Services - specific network / element management &
monitoring products, porting SNMP code to custom embedded hardware,
developing custom management applications. Developing new products
that require SNMP / WEB based management interfaces or adding WEB
interfaces to existing products.
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For more information please visit www.ndt-inc.com, it contains SNMP and MIB
development tools and management product descriptions, tutorials and full
feature product evaluations packages or call 416 737 0328 to discuss your

specific needs.
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