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What is Visual MIBrowser Pro™

NuDesign Visual MIBrowser Pro™ is a multi-protocol (SNMPv1/2/3 and HTTP)
device management application from NuDesign Technology Inc. that provides
enhanced capabilities over and above other products in this market place.
NuDesign Visual MIBrowser Pro™ is a product in the NuDesign
Technologies Visual MIBrowser product family, which includes

¢ Visual MIBrowser™
* Visual MIBrowser Professional for HMS™
* Visual SNMP Traffic Monitor™.

In addition to the core functionality provided in the above products, added to this
product line’s features with this product are:

* A hierarchical devices management view, including alarm condition
presentation and alarm source identification.

» The facilities to add your own “plug in” applications to extend Visual
MIBrowser Pro’s capabilities.

» Expression based graphing.
* Aninterface to web managed devices.

* Reorganized and improved alarm detection and logging.
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Devices View

A Hierarchical Tree Layout

This view provides a hierarchical depiction of the devices Visual
MIBrowser Pro is configured to manage. Each major branch represents a
network.

@ Devices|

4% Metwork: 127.0.0.x
+ - B Address: 127.0.01
+- fF Metwork: 192168 0.x
-4 Metwork: 192.163.5.x
+- B Address: 192168.5.110
B Address: 1921685112
B Address: 1921685114
&2 Address: 192.168.5.172
+- B Port: 20
+- @ Port: 161
+- & Port: 5000
+- & Port: 5000
+- & Por: 3161
B Address: 1921635176
B Address: 192169.5.255

+
+

+
+

I etwarks
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Color Coded Alarm Conditions

The icons and Device tab icon are color coded to provide an indication of
the current network alarm condition.

® Green icons indicate no alarms have been detected since start up
or the last time the alarm status has been cleared.

@ Devices|

- 40F MNetwork: 127.0.0.x
+- B Address: 127.0.01

® Blue icons indicate an alarm assigned an “informative” alarm level,
has been detected.

@ Devices|

-4 Metwork: 127.0.0x
+- B Address: 127.001

® Yellow icons indicate an alarm assigned a “warning” alarm level,
has been detected.

i) Devices

—-%0F Network: 127.0.0.x
+- B Address: 127.0.01

This document contains confidential and proprietary information. Reproduction and or disclosure
through any means is prohibited unless expressed, written consent of authorized representative of
NuDesign Technologies Inc. is obtained.
Rev A005

7 http://www.ndt-inc.com


http://www.ndt-inc.com/

NuDesign Visual MIBrowser Pro™ Advanced Features Guide

® Orange icons indicate an alarm assigned an “error” alarm level, has
been detected.

& Devices

- 40¥ Network: 127.0.0.x
+- B Address: 127.0.01

® Red icons indicate an alarm assigned a “critical’ alarm level, has
been detected.

& Devices

ks

-4 Network: 127.0.0.x
+- B Address: 127.0.01

® The device tab depicts the current alarm state so that the alarm

status can be detected when working in another tab view.

Brow:ze T bodules T EnmpnnentsT & Devices

SHHMP Agent

[127. 0011611 [Loophack /1] RMILEIE
¥ ' [0] it ”~
[1]iz0
—-alf [3og
S B8 (6] dod
- al [1] internet
al [1] directory
- al [£] mgmt
S B (1) mb2
+ - oyl [1] spstemn

B 19 interfara

The above shows an error condition exists.
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« Alarm condition coloring code is hierarchical. As alarms are
detected, higher alarm levels are propagated to the branches
above, ultimately to the top or root node.

-] Deviceﬂ

4 Metwork: 127.0.0.x

+ - B Address: 127.0.01

$F Metwork: 192162.0.x
W Mebwork: 1921625.x

B iddress: 1921625110
B Address: 1921685112
B Address: 1921685114
&2 Address: 192.168.5.172
+- B Port: 20

+- @ Port: 161

+- & Port: 5000

+- & Port: 5000

+- & Por: 3161
B Address: 1921685176
B Address: 192168.5.255

+

i
+-[F-[E

+- [+

M etworks

In the above image, a critical error condition exists for address
192.168.5.110. The condition has been propagate to network
192.168.5.x and to top of the tree, “Networks”.

An informative alarm condition exists at address 127.0.0.1, which is
propagated to network 127.0.0.x, but is not propagated above that
point since a higher level condition exists for “Networks”

An warning alarm condition exists on network 192.168.0.x, but is not

propagated above that point since a higher level condition exists for
“‘Networks”
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Icons Depict Device Types

The following icons are used to depict device service types and access
method, whether the service is SNMP or web accessible. There are two
states for each icon, open and closed. The open state is used when the
tree below an icon is open, otherwise the closed state is used.

B 2 _ (open, closed) Depicts device is a workstation, access via SNMP.
®® B _ (open, closed) Depicts device is a server, accessed via SNMP.
B=l, B _ (open, closed) Depicts device is a router, accessed via SNMP.

2 T _ (open, closed) Depicts device is a printer, accessed via SNMP.

B, B - (open, closed) Depicts an “other” kind of device, accessed via
SNMP.

@, 2 - (open, closed) Depicts an unknown kind of device, accessed via
SNMP.

B % - (open, closed) Depicts an “other” kind of device, accessed via
HTTP.

Note: The base of the icons for SNMP accessed devices is a small
blue triangle whereas Web accessed device icons have a black line
horizontal line.
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Adding and Removing Devices

Each device that is depicted in the view is a result of configuration via several
different means. Networks are added to the tree automatically as they are
determined, based on the existence of configured agents in a network.

Configuration interfaces:

* Automatic discovery of SNMP agents, using the SNMP Agent Discovery
Tool.

+* MuDesign Visual SNMP Manager 1.1
File Edit Wiew Favorites Bk Window  Help

t = | SMMP AgentC
Load MIE Save Co SMMP Analyzer

)] DE\'iCES]— Uninstall Service

Refresh Unloaded MIE Modules

Metworkz Search .., Chel+F
- 4% Metwork: 127.0.0 | Search Again F3
Options ...

Once any discovered agents are saved, they can be added to the Devices
tree with the Devices tree “Refresh” menu option. If the device is in a
new network, a new network node will be added with the refresh.

& Devices|
@m Add SMMP Device ...
- ';E Add web Device ...
+ Clear Status
+ Shiow Alarm
* Refresh
+ FS
+- B Por: 9090
+- @ Port 10161
+- @ Port: 11161
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» Explicit creation of SNMP agents, using the Edit SNMP Agents interface.

+ NuDesign Visual SMMP Manager 1.1
File MaE[® Wiew Favorites Tools Window  Help

[ Query .. i EF L) !ﬁ

Loa  Query Sroup ... oy Expand Caollapse  Search

SHMP Agents

M etworks
FI | etk 127 004
+- 4F Mehwork: 192,168 00x

As with the sample above, a Devices tree “Refresh” will ensure the new
device is displayed in the correct location in the Devices tree.

* Explicit addition of a SNMP Device to the Devices tree view from the
“Networks” node mouse menu.

@ Devices|

Add SKMP Device ...
8 ﬁ Neg Add web Device ...

Clear Status
Shiae Blarm
Refresh

B Port: 9090
@ Port 10167
b

Part; 11161
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» Explicit addition of a Web Device to the Devices tree view from the
“Networks” node mouse menu.

@ Devices|

@w Add SMMP Device ...
e

Add Web Device ...

Clear Status
Show Alarm
Refresh

B Part: 9090
@ Port 10167
b+

Part: 11161

Setting SNMP Device Type

Device type is set for a SNMP device from the SNMP session Configuration
dialog interface.
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1 Configuration

SHMP Sezzion [nfo
Protocaol Yerzsion 0« W1 Vo V3

Dest IP Address  |127.0.0.1

Dest UDP Port 161
Seszzion Mame |Lu:u:u|:u|:-a-:k W1

Read Commnity

||:-u|:||i|:

Write: Community |pri~.-'atE

| [~

Device Type

Mumber of Retries |2
|W-:urkstatil:nn ﬂ

Tirmeaut lntersal o Unkrowm

Server
Poll Cantrol Aadark station
Mumber of Pollz 0 Eﬁrnt:rr

Foll Petiod G0 secol Jther

1]4 | LCancel

Alarm Sources

Alarms are detected from a number of sources:

» Locally detected via charts that have alarm detection configured. E.g. if
an error rate chart violates an alarm detection setting, such as a threshold.

» Locally detected SNMP or Web communication errors.

® SNMP notifications or SNMP V3 Report messages that have been
received.

* Plug in applications which explicitly forward alarm notifications to Visual
MIBrowser Pro™.

» Start and stop events from the Analyzer, whether programmed or user
initiated.

You can determine the source of a particular alarm from the Alarm Log.
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=i Alarm Log |Z| |E| El
File Edit | % | [
Max. Log Entries - Ji 100 Sarted by: Time Aszcending

Source ‘Yariable Threshold
0 ) Part 9090 127.0.01 ... wiarking
02-22-200814:04:45 Capture Started by Uszer Informational

02-22-2008 14:0%:47  Port 162 1921685172 1 Trap authenticationF ailure Errar

02-22-2008 14:06:06  Capture Stopped by uzer Informational
02-22-2008 140702 Alarm Tab, MyPluglnel 192 168.0.1 alarm Type varable threshold — walue Critic:al
02-22-2008 141246 Chart: finUcastPks, ¥ smithers change In Packets 1 nz Errar

I

Analyzing the “Source”, “Host” and “Alarm” columns make the source of
individual alarms evident.

As in the Devices tree, log entries are color coded to indicate level (severity).

See the section “Finding Alarm Causes” on how to associate an alarm condition
in the Devices tree to an alarm in the Alarm Log.

Clearing An Alarm Condition

Alarm status is be cleared by selecting the “Clear Status” mouse menu item.
Selection may be made from different points in the tree; the scope of the effect
changes based on the point selected.

» Clearing the status of the entire device tree.

@ Devices|

Add SMMP Device ...
- ‘;13 Add Wweb Device ...

Clear Status

Show Alarm
Refresh

B Part: 9090
@ Port 10167
b+

Part: 11161
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» Clearing the status for an individual network

i DE?iCES\I

=0 Mebworks

- Metwarl: 127.0. = =

K;él’;é Address: 127 Clear Status

2 B Port 80 Showe Alarm
+- & Pt 161
+ - @ Pt 3161
+- B Port: 3090
+- & Pt 10161
+- & Port: 11161
+- & Pt 13161

» Clearing the status for an individual address

% Devices|

= Metworks
- %% MNetwork: 127.0.0.x

= Rl e

Clear Status
2 EE::E Showe alarm
Poart: 8161
Part: 9030
Poart: 10161
Poart: 11161
Poart: 13161

B e S S S

L-10-15- Lol - 12

Finding Alarm Causes

Quick links back to the alarm log are available from various points in the Devices
tree. Depending on the point of selection, you are taken to the individual alarm
associated with the status of that node.

This document contains confidential and proprietary information. Reproduction and or disclosure
through any means is prohibited unless expressed, written consent of authorized representative of
NuDesign Technologies Inc. is obtained.
Rev A005

17 http://www.ndt-inc.com


http://www.ndt-inc.com/

NuDesign Visual MIBrowser Pro™ Advanced Features Guide

» To display the highest alarm detected for the entire device tree.

i De'l.ri-::es]

@W Add SHIMP Device ...
- r.;:‘ Add web Device ...
+ Clear Status
+ Shova Alarm
kl Refresh
+
+- B Por: 3090
+ & Port 10161
+ & Port 11161
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» To display the highest alarm detected for an individual network.

iB waic:eﬂ

=0 Mebworks
= -3 MNetwork: 127.0.
| S Address: 127
Port: 80
Port: 161
Port: 8161
Part: 9090
Port: 10161
Port: 11161
Port: 13161

Clear Skatus

+

(- 1215 - Tl - I - e

+-- [ [ [

» To display the highest alarm detected for an individual address

8 Devices|

= Mebworks
—1-0% Mebwork: 127 000x

- $f$¥%§EE§§§!!“ﬂﬂ:i:;*%tatus
Port: 10 i
Port: 8161
Purt; 9030
Port: 10161
Poark: 11161

Part: 13161

[~ [H~[H~[H~[F

L-1e-1g- Lol -1l -

See Alarm Sources for more information on the Alarm Log.
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Actions and Applets

Actions are small “applications” (applets) that you can add to, delete from and
initiate from the Devices view.

Each device may have different “actions” associated with it. Actions may
be added or removed by using the mouse menu.

[+ DE?iCES\I

WS Networks
=% Metwork: 127.0.0.x

== Address: 127.0.01

+- B Port: 20

-S> Part: 161

Edit Device
1 Rerove Device

S| Add Action .|

||:I|:I|:I|:Ic|l_,r\. T =T TEp=ar]

puiblic]

® Two default actions for SNMP based devices are created automatically.

The first allows you to determine the MIBs a particular agent implements,
based in the MIBs currently loaded into NuDesign Visual MIBrowser

Pro™ (“Detect MIBs”) and the second to run a test of the each MIBs’
implementation (“Test MIBs”).

-1 Part: 161
- 27.0.0.1:161-%1 [Loopback 1]
Detect MIBs
Test MIBz

A single (action) applet may be installed to multiple locations in the
Devices tree.

Actions initiated from the device view are done with the communication

(session) context associated with the device service point node it is
launched from.
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® Action applets may also be added as a “Favorite” under the main menu.

When invoked from this facility, the action applet is invoke with the
session context as the currently selected SNMP Agent. (see the Browse

view)

*: NuDesign Visual SNMP Manager 1.1
File Edit
= E
Laad MIB Sa &dd .ndg,.ndg, . vbs,.j5,.nds, .dl ...
@ Devices Add Session

Tools  Window  Help

LD Favorites

Remaove Favorite(s) | ..

Favorite{s) »

E M etworks

Connecting to Web Managed Devices

You may connect to configured Web managed devices by:

i Deviceﬂ

i=h Mebworks
+- fF Metwork: 72141 E5.»
—-%0% Mebwork: 127.0.0.x
-2 Address: 127.0.01
-1-B2 Part: 20
- hittp: 44127.0.0.1: 80/

Connect

Clicking any “Connect” node will start an internal web browser in the client are of
Visual MIBrowser Pro™.
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User Created Plug in Applets

® “Plug In” applets are small applications that enhance the functionality of

Visual MIBrowser Pro™. Applets are added to Visual MIBrowser Pro as
either an “action” or a “favorite”.

* Plug In applets may be implemented as a user created C/C++ DLL that
conforms to a simple interface that Visual MIBrowser Pro™ provides for
SNMP services and alarm reporting.

* Applets may also be implemented in JScript or VB Script.

» Applets may also be a stored query (NDQ file) or query group (NDG file)
based, saved from Visual MIBrowser Pro™.

Sample C++ Plugin Project “SampleDIIPlugin”

A sample plug in is included with Visual MIBrowser Pro™ as a simple example of
a multiple tab dialog, built as an external DLL. The DLL, “SampleDIlIPugin.dil’ is
installed in the main installation directory, typically “C:\Program Files\NuDesign
Tools\Visual MIBrowser Pro”.

Installing and Using “SampleDI1IPlugin” as a “Favorite”

To begin installation as a “Favorite”, select the main menu “Favorites” option. In
the “Select Query, Group, Script or Plugln File” browser menu that is provided,
set the “Save as Type:” option to “Plugln Files (*.dll). Navigate to the Visual
MIBrowser Pro™ installation directory and select “SampleDIlIPugin.dil’. Press
the “Save” button to save the configuration to the “Favorites” list.

To use it, select the Favorites main menu option and select the “Favorite(s) >”
sub menu. The plug in, with the complete path to it should be listed as an option
in this sub menu. Select it to use it.

Remember, a plug in initiated as a "Favorite” is invoked with the SNMP
communications options associated with the currently selected “SNMP _Agent” in
the Browse tab.
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Installing and Using “SampleDIIPlugin” as a device “Action”

To begin installation as a device “action”, select the device you wish to associate
the action with in the Devices tree. In the “Select Action File” browser menu that
is provided, navigate to the Visual MIBrowser Pro™ installation directory and
select “SampleDIlIPugin.dIl’. Press the “Open” button to commit the configuration
to the selected device. The full path and plug in executables name should
appear below the device’s branch.

To use the action, simply double click on the item in the action list. Note: you
may activation an action multiple times.

Using “SampleDIIPlugin”

There are three tabs that permit different modes of interaction with Visual
MIBrowser Pro™,

® Browse tab. This tab’s interface allows you to access objects in the
indicated agent.

24 My Plugln:1

Browse l Trap ] Alarm ]

Object |$_I,I$D exzcr.

Address [127.0.0.1 1161

Comrmunitys U zer: ||:uu|:u|in:

Yersion & O O3 Operatian

o -
Reties: |2 Timeout: |2 Giet Giethext

Result: |

Statuz |

Get Cancel |

You may alter the default communications parameters provided by altering
the Address (& port), Community/User, Version, Retries or Timeout
fields.
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The Object field is used to specify which object to perform the operation
on. To specify the object, you use the object name and instance form to
specify objects for which the MIB has been loaded. E.g. “sysDescr.0” or
“ifDescr.1”

The Operation group permits the selection of either a Get or GetNext
SNMP operation.

The Result will display the result if the operation was successful.

The Status field indicates the request status. The request has been
successfully completed when the Status field displays “Response
Received”. If a plug in doesn'’t receive as response, the Status line will
display “Request timed out”.

Note: if you have enabled communication error alarms, having a
unsuccessful response will cause an entry to the Alarm Log. In
addition, if you have forwarding of alarms to the Device tree enable,
you could see a state change in the Devices tree. (Depending on
alarm priority, it may or may not reflect the change if there are already
higher level indications for that device.)

® Trap tab. From this tab you may send SNMP Notification.

24 My Plugln:1

Browse Trap l.ﬁ.larm]

Type |n::n:n|u:|5tart

Address [127.0.0.1 1162

Cormrmunity/User: ||:|u|:||i-:

Version (e Wl O W2 0yl Operation

* Trap © Inform

Send
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As with the previous tab, you may alter the communications parameters
for the request.

The Operation group permits the selection of either a Trap or Inform
Request SNMP operation.

Pressing “Send” will initiate the selected notification send operation.
If you have a notification receiver (Trap Rx window) active, given the

communication parameters indicated in the image above, you will see the
notification received.

® Alarm tab. The interface sends an alarm from the plug in to the Alarm
Log.

2] My Plugln: 1

Browse ] Trap  Alam

Alarm |.-'1'-.Iarm Tab MuPluagln:1 192 168.5.17 2, alarm T vpe, wvari

Lewvel |Inf|:|rmati|:una|
e
W arhing
Errior il

Send |

Pressing “Send” cause the alarm to be sent.

The format of the alarm is a simple CSV string. The string is separated
into the component parts and display in the alarm log.

You can try altering the string content to experiment. The format is as
follows.
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Field 1 & 2 are presented in the “Source” column.
Field 3 is presented in the “Host” column.

Field 4 is presented in the “Alarm” column.

Field 5 is presented in the “Variable” column.
Field 6 is presented in the “Threshold” column.

Field 7 is presented in the “Value” column.

O O O O O O O

Field 8 is presented in the “Level” column.

Building the sample

Located in the “SampleDIIPlugIn” directory in the installation directory.
The following is a list of the significant file:

* NDPIuglnDefs.h, plug in interface definition include file.

* NDPIuglnlf.cpp, plug in call back implementation file.

* NDPIluglnlf.h, plug in call back include file.

» SampleDIIPlugin.cpp, standard wizard generated application
implementation file.

» SampleDIIPlugin.dsp, Visual Studio 6 project file.

» SampleDIIPlugin.dsw, Visual Studio 6 project workspace file.

» SampleDIIPlugin.h, standard wizard generated include file

» SampleDIIPlugin.rc, project resource file.

» SampleDIIPlugin.sin, Visual Studio 2005 Solution file.

« SampleDIIPlugin.vcproj, VC++ Project file.

» SampleDIIPluginDialog.cpp, dialog and primary implementation file.

» SampleDIIPluginDialog.h, dialog and primary include file.
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Expression Based Charting

SNMP variables don’t always provide the basis for the creating the charts or
detecting the alarms you need.

As an example, the MIB Il variable, iflnOctets provides a total count of the raw
bytes that have been received on a particular network interface. This normally
restricts a user to charting the rate at which packets are arriving on a particular
interface. A more conventional metric for network usage is “utilization”. To
make this determination, you need to take into consideration the maximum
capacity of a particular network interface. MIB Il provides such a variable, called
ifSpeed. Unfortunately there is no variable called ifUtilization available.

Note: an expression for the variable ifUtilization on interface ‘n’ for a given
at time ‘t', given the interval t-1 to t, could be expressed as follows:

IfUtilization.n(t) = 8*(ifInOctets.n(t)- ifInOctets.n(t-1))
ifSpeed.n(t)

Visual MIBrowser Pro™ provides you with the ability to create Charts and detect
alarm conditions on “synthetic” variables, such as above.

Without expressions, by default, Visual MIBrowser Pro™ provides the same
SNMP charting facilities as other products in the family. That is, it will plot a
SNMP variable as:

® Absolute Value, provides the raw value returned by the agent.

® Change / Time, provides the difference in value from the last sample.

® Change / Sec., provides the difference in value from the last sample,

normalize to a second (the default behavior).
(See the image below)

It also normalizes jitter in graphing to overcome variable latency times typical
in a networked environment.
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By pressing the "f(x)” button on a Chart toolbar,

Fle @ X X + & 0 2 fio
S AQHEH » KSR

——
Change ¢ Time
r | Abzalute Valle

you are presented an expression input Interface something like the following.

2§ Manage Chart Expressions |Z E| [Z|

Current Expression
|va|ue (0]

Add
Espressions

Walue [ 1]

Expressions

The charting expression evaluator supports full VB script expressions, which also
includes any mathematical functions VB scripting supports.

E.g. Abs(), Cos(), Log(), etc.

In addition, Visual MIBrowser Pro™ provides two functions for accessing SNMP
data in the current response from and agent. These are
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® Value(n). This function returns the ‘n’th data item (variable) from the
current response from the agent. This function only applies to the non-
synthetic series (graphs) and corresponds exactly to the data item
number in the SNMP variable list in the request. The data is affected by
the selection for the chart, regarding the default processing of the data.
E.g. “Change / Sec.” (see above) would cause ‘Value()’ to return the
difference in value per second.

® RawValue(n). This function returns the ‘n’th data item (variable) from the

current response from the agent. This function only applies to the non-
synthetic series (graphs) and corresponds exactly to the data item
number in the SNMP variable list in the request. The data is not affected
by the selection for the chart, regarding default processing of the data.

l.e. it always returns exactly the value provided from the response from
the agent. This is particularly useful when you have the chart set to
provide Change / Time or Change / Sec., but you need access to a
variable without have the change processing applied. E.g. ifSpeed.

In addition, Visual MIBrowser Pro™ provides several functions for returning,
primarily statistical information from other series (an individual graph) in the same
chart.

These are:

® AvgValue(n), returns the average value in the ‘n’th series (graph) in the
same chart.

® MinValue(n) , returns the minimum value in the ‘n’th series (graph) in the
same chart.

® MaxValue(n) , returns the maximum value in the ‘n’'th series (graph) in the
same chart.

® CountValue(n) , returns the count of values in the ‘n’th series (graph) in
the same chart.
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® FirstValue(n) , returns the first value in the ‘n’th series (graph) in the
same chart.

® LastValue(n), returns the last value in the ‘n’th series (graph) in the same
chart.

® TotalValue(n) , returns the sum of the values in the ‘n’th series (graph) in
the same chart.
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Examples:

Creating an Utilization Chart on the first network interface

» To start, create a blank chart window by pressing the Chart button on the
main tool bar.

! e 1l ()

ilk, Log Chart Scripk LI

Mew "Chart" \Window

Select the “Browse” tab and in succession, open the “mib-2”, “interfaces”,
“ifTable”, and “ifEntry” nodes. Select the “iflnOctets” node.

=1+ = [1]ifEntmy

. 1] iflndex

. [£] D ez

@ (31iType

b (4] b

. 5] ifS peed
. [B] ifFhwpsdddress
i (7] ifAdminStatus
i (3] f0perStatus
i (3] ifLastChange
(10 ifln0ctets
i (1] iRl castPhs
i [12]ifnM castPkts

Now press the ‘4’ button on the Chart toolbar. In the dialog the pops up,
select the first interfaces’ index, typically “.1” and press ‘OK’. Now go
back the Browse tree again, and select “ifSpeed” and again press the ‘+
button and select the same index. You should see something like the
following.
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*1 Chart: ifinOctets, 10 - 127.0.0.1:161- V3 [loopback - public]
Fie @& X X+ 0 2 fw

L R o S e

D ata points L
Listhos [v

iz v [ itSpeedt

______________________________________________

“alue f Sec.

1]

Waiting for additional configuration or prezs the 'Execute’ buttan.

* Now press the ‘f(x)’ button on the chart tool’. You see the interface in the
Manage Chart Expression dialog.

* Type then follow text into the Current Expression field of the Manage
Chart Expression dialog:

100 * 8 * Value(0) / RawValue(l)

Where:

» Value(0) is the difference in octets (bytes) for iflnOctets.1 per

second.
» RawValue(1) is the current value of ifSpeed.1 in bits / second.

The expression is multiplied by eight in order to turn ifInOctets.1 into the
number of bits (which is the units ifSpeed.1 is in). Multiplying by 100 is to
express the result as a percentage.

To save the expression to the chart, press the ‘Add’ button.
» To create an average utilization series (graph) type:

AvgValue (3)
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into the Current Expression field. (This means show the current average
of series (graph) 3 at each point) To save this expression, press the ‘Add’

button.
* Press the ‘OK’ button.

* You should now see a chart that looks like the following....

21 Chart: iflnOctets, 12 - 127.0.0.1:161- V3 [loopback - public]
Fie @ X X +@& R0 2

<A = @ E‘ o % % Listhos [v Ehar‘lgllia':sle::.l Ivl'i'l:u:Eln

00

D ata points L F

bz v [l ifOctets 1
%fwﬁ“ v . ifSpeed.

bzt W [ 100°8Valuel0)/Rawi/alue{1]

bz v [l 2vavalue)

______________________________________________

=
5

Yalue ¥ Sec.

* Uncheck the ifInOctets.1 and ifSpeed.1 entries in the series list box. This
will hide the graphs for the raw variables from which Utilization and
Average Utilization are derived.

* Double click on ‘100*8*Value (0) /RawValue (1)’ and change this field
to ‘Utilization’.

» Double click on ‘avgValue (3)’ and change this field to ‘Average
Utilization’

e Uncheck ‘Listbox’ to hide the series list box view
 Press he ‘=’ button to hide the secondary tool bar.

The chart should now look something like this.
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Fie @ X X + 5 0 2 ™
I I T SR
01 »4 :
2] i
£ E
0
[¥ [ Utilization v Il ~verage tiization |
Graph Cleared 02-25-2008 10:05:16 | 02-25-2008 10:05:15

* You can change the chart’'s sampling rate by changing the ‘Poll Period’
field in the configuration dialog for the chart. To open the configuration

dialog, press the R tool bar button on the chart. (configuration dialog)

* You can also set up alarm condition detection, but pressing the ° It tool
bar button.

* You can save the configuration of this chart to a file so that it can later be
restored (or added it as an Action or Favorite), by pressing the “File |
Save Query” menu option from the chart.

» Lastly, press the start button to initiate Chart executing.

=1 Chart: ifInOctets, 12 - 127.0.0.
Fie @ | X X 4+ b 3 O
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Creating a Packet Rate Chart on the first network interface

Creating a packet rate chart is very similar to the above. Follow the example
above, however:

» Instead of selecting ‘ifInOctets.1’, select ‘ifinUcastPkts.1’. This is a count
of packets that been directed to this interface.

* Instead of selecting ‘ifSpeed.1’, select ‘iflnNUcastPkts.1’. This is a count
of packets that have been broadcast or multicast to the network that this
interface has received.

* Open up the “Manage Chart Expression” dialog and in the ‘Current
Expression’ Field, enter the expression:

Value (0) + Value(l)

» If you want to track the average packet rate, you could add a fourth
expression ‘AvgValue (3)’.

* Press ‘OK’ to close the dialog and follow the same steps outlined in the

previous example. (You might want to label the graphs differently.)

Creating Other Charts

There are many graphs of this nature you could configure charts for (and alarm
condition detection on). The charts that you may wish to create will depend on
the MIBs that are implemented by the agent.

Continuing with MIB-II/RFC1213 derived objects as we have in the above
examples, here are a couple that you could created.

* Errorrate. For a particular interface, there are two variables ifInErrors.
(n) and IfOutErrors.(n)

* Total Error. The error rate of all network interfaces. The expression
would involve the summation of all ifinErrors and or ifOutErrors.

+ If transmit and receive on a network interface share the media, then
ifOutOctets would be in the expression given in the Utilization example.
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» Similarly if transmit and receive on a network interface share the media,
then ifOutUcastPkts & ifOutNUcastPkts would be in the expression given
in the Packet Rate example.
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Configuring Alarms

Alarms Filtering and Routing

Alarms filtering and routing is managed from the main menu option, “Tools |
Options ...” dialog. Select the “Alarms” dialog tab. When you do so you should
see the following.

2 Options

Diigplay T Cormpiler Set T Mizcellansous
[ w3UsMUses |  v3Communies | V3 Targets | V3 VACM
Email | Motficaton v~ | NotficationRx | Aliams

Communication™'eb Errors

[+ Logging Enabled Feported alarm level: " arning -

Capture Eventz

[ Logging Enabled Reported alarm level: [nformational -

Fonward Matifications to alarm Log

[v Enabled Minimumn natification to forward;  |Informational

Fonward Alarms to Device Tree

[v Enabled Winirum alarm lesel to forsard: [nformational

[v Enable Audible Alarms ||

Ok Cancel | Apply |

* The Communications/Web Errors area controls how SNMP and HTTP
communication problems are managed. If the “Logging Enabled” is
checked, then any communication problems are forwarded to the “Alarm
Log” with the alarm level indicated by the current selection in the “Report
alarm level:” list box.

« The Capture Events area controls how Start and Stop capture events
from the Analyzer are managed. If the “Logging Enabled” is checked,
then these events are forwarded to the “Alarm Log” with the alarm level
indicated by the current selection in the “Report alarm level:” list box.
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* The Notifications to Alarm Log area controls how SNMP notification
events received via a Notification Receiver are managed. SNMP V3
report messages, received as a consequence of any communications
between Visual MIBrowser Pro and any agent is also control by this area.
(See Natifications and V3 Reports for more information on configuring
these events.) If “Enabled” is checked, then these events are forwarded
to the “Alarm Log”, provided that the configured notification alarm level
meets or exceeds the alarm level indicated by the current selection in the
“‘Minimum notification to forward:” list box.

The Forward Alarms to Device Tree area controls whether alarm
indications that are placed in the “Alarm Log” are also forwarded to the
Devices tree. If the “Enabled” is checked, then these events are
forwarded, provided that the configured notification alarm level meets or
exceeds the alarm level indicated by the current selection in the
“‘Minimum notification to forward:” list box.

SNMP Notifications and V3 Reports

Notifications and SNMP V3 message report alarm levels are configured from the
main menu “Tools | Options ...” dialog, from the “Notifications Rx” tab.
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2] Options

Dizplay T Compiler Set 1 Mizcellaneous
[ wausMUses | v3Communies | V3 Targets | V3 VACM
E mail T Matification T T i T &larms
SHMP Motifications
Select a Motification Select a Motification Priarity
|au:u:ess"-"iu:ulatiu:uns.-’-'-.lert ﬂ |Er|t||:a| - Fed ﬂ Add
E =isting Motification Priorities Dielete
|authenticatiDnFaiIure ; eror -
[v Receive W12 notifications from all communities
SHMP 3 Reportz
Select a Report Select a Report Priority
Unzupported zecurity level ﬂ |Eriti-:a| -Red ﬂ Add
E =isting Repaort Priorities: ﬂ Delete B
0] | Cancel | Apply |

The dialog is separated into two areas:

* The “SNMP Notifications” area controls the mapping of received SNMP
notifications by any operational Notification Receiver to a certain alarm

level.

Note: To have a SNMP Notification, such as a Trap cause an alarm
condition to be evident in the Devices tree, it must be assigned
some elevated alarm status. In addition, the level that it is assigned
must be high enough to exceed the limits to both the “Notifications
to Alarm Log” and “Forward Alarms to Device Tree” filters.

All notification definitions detected in Visual MIBrowser Pro™’s loaded
MIBs are place in the “Select a Notification” list box. Items are moved to
the “Existing Notification Priorities” list boxed once a particular
notification is assigned an alarm level (priority).

The “Select a Notification Priority” contains the list of all possible alarm
levels (priorities).
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An alarm level (priority) association is made by selecting a notification
from the “Select a Notification” list box, selecting an alarm level from the
“Select a Notification Priority” and pressing the “Add” button.

An existing alarm level (priority) association may by deleted by selecting it
from the “Existing Notification Priorities” list box and pressing “Delete”.

Once such an association is made, when any active Notification Receiver
receives it, it is processed as an alarm of the associated level.

* The “V3 SNMP Reports” area controls the mapping of any received SNMP
V3 report message.

All the available types of V3 SNMP report messages are place in the
“Select a Report” list box. Iltems are moved to the “Existing Report
Priorities” list boxed once a particular report is assigned an alarm level

(priority).

The “Select a Report Priority” contains the list of all possible alarm levels
(priorities).

An alarm level (priority) association is made by selecting a report from the
“Select a Report” list box, selecting an alarm level from the “Select a
Report Priority” and pressing the “Add” button.

An existing alarm level (priority) association may by deleted by selecting it
from the “Existing Report Priorities” list box and pressing “Delete”.
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Other Features

SNMP Row Management

Several row management operations available in the “Get Table” window
interface to simplify adding, delete and changing tables controlled by RowStatus
variables. These features are available from the right mouse click menu in a
Get Table window.

Creating a new Row

To create a row from a Get Table window, right mouse click on an area below
any information that may already may be visible in the window. When you do, a
menu as depicted below is displayed. Selecting this menu option initiates the
create row sequence.

Get Table: snmpTargetParamsTable, 11 - [:1]:161- V2 [Loopback IPvE] o[ =[]
File Edit | @ | 2 ¢ 2 O M b |ee [ lgnaore [ Pall/100

INDEX | snmpT argetParamstPModel | shmpT argetParamsSecuntytdodel | snmpT argetP aramsS ecunityMame | snmpT argetParamsS ecurnityle
. SMHEPY1 (0] SHEPY1 (1] nodsuthMoPriv (11
pe SHMPvZe (1] SHMPw2e [2] public ot aPrive [1]
p3 SHMPYaE [3] 1J5M (3] private rodsuth oPrive [1]

Create Row
] 1 3
3 rowlz] retieved from "shmpT argetParamsT able' 03-15-2010171:40:05 | 09152010 17:40:05

Operating on multiple rows at once

By selecting multiple rows from a Get Table window, it is possible to operate on
all selected rows with a single operation, provided the values of all RowStatus

variables are the same.

The options available from the right mouse click is context sensitive to the values
of the RowStatus variables. For instance, if all RowStatus variables have the
value active (1), then the clicking on one of the selected rows presents the
following menu options.
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|F||eEd|t|.|)<}< + |9 0 |- M oxgg o [ lgnoe [ Pol100

zhmpT argetParamsSecuntylevel
niodthMoPriv [1]

zhmpT argetParamsStorageT
nontolatile (3]
nortolatile (3

na&uthNnF’rw 1

nonyolatile [3]

ASMNL

] . 1. J

3 row[s] retrie

Specific |

(09-15201011:4005 | 09152010 11:40:05
Copy ltem —

Set row status to notlnService(2)

Set row status to destroy(6)

Clicking the menu option ‘Set row status to notInService (2)’ would set
all selected rows to this value.

Whereas, if all RowStatus variables have the value notInService (2), then
the following menu would be presented.

pack IFvD

< [ lgnore [ PollM00

|F|IeEd|t|.|><><+|?Q|E|MUX°‘”

del | znmpT argetP aramzS ecuritu ame | znmpT argetParamsS ecurituLevel | snmpT argetParamsStorageT ype | znmpT argetP aramzF owS Eatug
nonVoIatlIe 3

nD.t’-‘-.uthNnF'nv 1 active [1

ASMNL
Specific | »
010 11:40:05 |DS-15-2D1D11:4D:DE y

| 3 row(z] retrieved from 'snmpT argetParamsT able' Copy Itern

Set row status to active(l)
Set row status to destroy(6)

Clicking the menu option ‘Set row status to active (1)’ would set all
selected rows to this value.

In either case, you could select the ‘Set row status to destroy(6)’ option
in which case all the rows selected would be deleted from the table.
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Information Display Features

“Get Table” Pivoted View

In this view, the conventional Get Table view is pivoted so that table “columns”
are presented as row. The left area of the view depicts the variable names in the
‘column” and the header area of the table presents the index of the row.

In addition, the left are is separated by a “splitter” bar with that separates the pan
regions of the left and right side of the table. This is so that the variable names
can remain visible even though data is panned in the right.

Below depicts a typical view of this table.

Get Table: usmUserTable, 13 - [::1]:161- V2 [Loopback IPvé] =
File Edit | @ | X 2 0 M ox e o T lgnore T Poll/100
Wariahle b Index =» | .8.128.0.18.153.4.'ndt’. 3.md5 | .8.128.0.18.153. 4. 'ndt" 3.sha | .8.128.0.18.153.4. 'ndt' B.md5aes | .8.128.0.18.153.4.'ndr"E
uzmllzers ecurityh ame md5 sha mdSaes md5des
usmbserCloneFrom zeroDotZem zeroDotZem zeroDotZem zeroDatZero
usmlserduthPratacol uzrmHMACH D BduthPratocol usmHMACSHALUtWProtozal  usmHMACK DBSuthPratocal uzmHMACHDELuthProl
uzmb zerduthk eyChange
uzmllzer0wrdsuthi. eyChange
usmbserPrivProtocol uzmM oPrivProtocol uzmM oPrivProtocol uzsmbesCibT 28Patocol uzmDE SPrivProtocol

uzmllzerPrivk.epChange
uzmbzer0wnPrivi eyChange
usmllserPublic
uzmblzerStorageT ype rortyolatile [3 rortyolatile [3 rortyolatile [3 riont olatile [3
usmllserStatus

Il 1 3

A o) retrieved from 'usmlserT able' 09-15-201013:19:44 | 09152010 13:19:44

This view is entered by pressing the <~ button in a Get Table toolbar. Pressing
it again reverts it to the default view.
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“Ledger” Mode

This mode alternates the background color between two colors of your choosing.
This can be beneficial viewing information in a wide presentation. (The mode is
set as a default starting with MIBrowser Pro 9.0. The default colors are white
and light gray)

Below depicts a table of information with the default colors.

Get Table: usmUserTable, 14 - [:1]161- V2 [Loopback IPv6] =R E=R| >
File Edit | & | X X 2 0 F| M ox|gm o T lgnee [ Poll/100

uzmlzerSecurityM ame vzl serduthPratocol uzmUzerStorageTepe | usmllserStatus
3.153.4. 'ndt' 2.md5 zeroD o ero usmHMACMDSAuthProtocol Il usmMoPris | nonalatie 3] active [1]
8128018153 4 'ndt" 3.sha sha uzmHMACSHAAUthPratacol i active [1]
8128018153 4. ndt' 6. mdSaes mdSass zerolotZero uzrmHMACKDSAuthProtacal uzsmesCib1 28Pratocal nontalatile [3) active [1]
.8.128.0.18.153.4.'ndt" 6. mdodes mdfdes zerolotZero uzmHMACKDESuthProtocol uzmDE SPrivPratocol nontolatile [3) active [1]
8.128.0.18.153.4.'ndt" 6. public public zerolotZero uzrmM oduthProtocol uzmMoPrivProtocol norolatile [3) active [1]
.8.128.0.18.153.4.'ndt" B.shaaes thaaes zeroDotZero uzmHMACSHALUthPratocol usmdesCib1 28Protocal nonyolatile [3) active 1]
.8.128.0.18.153.4.'ndt' B.shades shades zeroDotZera uzmHMACSHAS Ut Fratocal uzmDESPrivPratocal norolatile (3] active (1]
8128018153 4. 'ndt" 9. mdSnopriv  mdSnopriv zeroDotZern uzmHMACKDEAUthProtacal uzmMaoPrivPraotocal nontolatile [3] active (1]
8128018153 4 'ndt' 9 shanopriv shanapriv zerollotZern vzrHMACSHAAUthPratacal uzmMaPrivPratocal nontolatile [3) active [1]

9 row(s] retrieved from 'usmserT able' 09-15-2010 13:45:20 |0915-2010 13:45: 21

Colors are controlled from the Display tab of the Option dialog, depicted below.

[ Options @E&F

[ w3USMUsers | v3Communiies | V3 Taigets | W3 VACH
[ Email T Motification T T Motification Fix T Alarms
Display T Compiler T Set T Mizcellansous

" Az Specified In MIB Resultz "ledger' view

[ Caolor
(" Hex lv Enable [ Color2

f* Specific
Octet Stings @ ASCI " Hex
Muribers ¢ Decimal © Hes
Obiect D " Decimal © Hex f* Mame

[ Convert indeses to stingz and 01D names where poszible,

Cancel Apply
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The “Enable” checkbox controls whether this mode is enabled or not. You
change the colors when, this mode is enabled, by double clicking on the either
the color boxes or the color labels.
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