BT NuDesign NuDesign SNMPv3 Agent Service
oo Proxy Forwarder Application
Configuration Demo Guide

Introduction

This Demo provides for experimentation with a sample set of two SNMPv1/v2c Agents that can
be proxied to through the appropriately configured NuDesign SNMPv3 Agent Service.

The two subordinate agents accept SNMP requests on ports 11161 and 12161, they also send
SNMP notifications to a receiver listening on port 4162. The only functional difference between
these two agents is their configuration.

In order to run the Demo you will first need to download and install the Evals of NuDesign
SNMPv3 Service and MIBrowser Pro. They come with a set of default configurations that make
SNMP Manager (Browser Pro) - SNMP Agent communications operational quickly.

To install and start the Demo agents, unzip the downloaded Demo file into a temporary
directory and run the batch file "startV2Agentl.bat". This will start the Agentl operating on
port 11161 and using the configuration file "SNMPV2cAgentl.xnv". Later on, as an exercise,
use the enclosed configuration file "SNMPV2cAgent2.xnv" to add the Agent2, operating on port
12161, by running the batch file "startV2agent2.bat".

To simplify the discussion a bit, this Demo will use only SNMPv3 to communicate with and
through the proxy SNMPv3 Service Agent, to the proxied SNMPv1/v2c Agents. You can use v1
or v2 protocol access as well, but for this example, the communications have been limited to
secure V3 communications. Of course communications between the SNMPv3 Service and the
Demo's v1/v2c Agents will always be limited to SNMPv1/v2c protocol.

You'll first need to complete configuring MIBrowser Pro and SNMPv3 Service to talk to these
SNMPv1/v2c Agents.

Verifying installation & functions of MIBrowser Pro & SNIMIPv3 Service

First let's verify the installation and operations of NuDesign SNMPv3 Service and MIBrowser
Pro. Their default configurations provide for SNMPv1 communications on the loopback address
127.0.0.1, port 161 (the loopback address 127.0.0.1 is used throughout this demo).

Select the 127.0.0.1:161 [Loopback V1] session from the "SNMP Agent" list box on the

Browser's "Browser" tab. Now navigate to the "System" node on the Browser Tree below and
select "Get Scalars" from the mouse right click menu.

You should see a window appear with the contents similar to a screen capture below.
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Get Scalars: systern, 2 - 127.0.0.1:161- V1 [Loopback V1] F=n e X"

Fie Edit | @ | X 2 + |3 O || M 0x|2g

Instance
Al ] I= ntel54 Family B
gys0hjectiD0 OBJECT IDENTIFIER  enterprises.311.1.1.3.1.1
gyslpTime0 TimeTicks 0-0:40:56.36
gysContact.0 DisplayString kr. SMMPW3 Support
gyshame.l DisplayString DESKTOR-J0aHIUg
sysLocation.0 DisplayString Toronto
sysSerdices.0 INTEGER 7
sysORLastChange.0  TimeStamp 0-0:0:0.24
< >
8 instance(s) retrieved 08-12-201912:06:11 08-12-201912:06:11

Now verify the reception of SNMP notifications. From the Browser's top menu line open the
"Notification Receiver" box by clicking on "Trap Rx" button.

Then from Start / NDT SNMPv3 Agent Service Programs Group open the SNMPv3 Configuration
Editor (stopping the SNMPv3 Service in response to a query). The Editor will be used
extensively later, now simply inspect the Notify, Target Address and Target Parameters Tables.

Note that Service notification of "type" Trap has already been enabled (row n1 in the Notify
Table, row n2 will be reviewed shortly too) and it uses "tagl" parameter which identifies where
the Trap will be sent to, review the t1 row in the Target Address Table, and note that security
parameters are specified via entries of row p2 in the Target Parameters Table.

Before quitting the Editor it might be useful to disable one of the standard MS extension DLLs
that will be sending multiple notifications that will distract from our Proxy Trap forwarding
testing. Under "Subagents / Dynamic Loading" tick off the "inetmib1" DLL. This will unload this
DLL on the next start and at this point only the "coldStart" v2Trap will be generated by SNMPv3
Service.

Press Save and Quit the Editor (re-starting the Service in response to the query). Note that the
Notification Receiver displays the "coldStart" v2Trap originated by the SNMPv3 Service upon re-
start.

Motification Receiver 2 EI@

Fie Edt | @ | < | O [ | M 0x|8g

Fort Mumber:  [162 hdax. Entries - p——— 100

Notification(s)

EES Trap (¥2). 08-10-2019 12:51:26. [:fff:127.0.0.1]. coldStart

Fequest=2
sysUpTime.0 = 0-0:0:0.04
shrmpTrapOID.0 = coldStart

Motification Received on port 162 Motifications : 1

BTW, when working with Browser's dialog windows, press green "Clear Query" button to clear
the window in preparation for new results.
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Enabling secure SNMPv3 communications between MiIBrowser Pro and
SNMPv3 Service

Open the Browser's "Edit | SNMP Agents" menu. You will be shown "SNMP Agents" dialog
box. From there select the 'Add' button. You should see a dialog similar to the image below.

Configuration >

Edit
Protocol Wersion oW1 0 W2o e W3

Dest P Address |12?.U.U.1

Dest UDF Port 161

Session Mame |Shaaeg

LIS User ﬂ
Context Mame |

Context EnginelD | ﬂ

Device Type

MNumber of Retries |2
Unknown -
Timeout Intersal 2

Ok Cancel ‘

You should be able to select "shaaes" entry in the "USM User" dropdown menu due to the
default configuration provided by the MIBrowser Pro install. Update the other fields as per
provided dialog sample. Press the 'OK' button on the 'Configuration' dialog, and the 'OK'
button in the 'SNMP Agents' dialog.

Since the "shaaes" User is also a default SNMPv3 Service User, you can now verify that the
setup you've just created works. Select the agent session you've just created from the "SNMP
Agent" list box on the Browser's "Browser" tab. Navigate again to the "System" node on the
tree and select "Get Scalars" from the mouse right click menu. You should see a window
appear as per below. Note the Title bar identifies secure "shaaes" v3 user now.

Get Scalars: system, 1- 127.0.0.1:161- V3 [shaaes], 80:00:1299:04:6:64.74 =R =l %"

Fie Edit | @ | X X + | 0 | F | M2y EEEEEEEE v

Instance Syt Walue

sysObjectD.0 OBJECT IDENTIFIER  enterprises.311.1.1.3.1.1

sysUpTime.0 TirmeTicks 0-2:4:1.88

sysContact.d DigplayString tAr. SMPYE Suppont

sysMName.l DisplaySting DESKTOP-JO9HILS

sysLocation.0 DisplaySting Toronto

sysSenices. IMNTEGER 7

sysORLastChangel  TimeStamp 0-0:0:1.75

< >
3 instancels) retrieved 08-12-2019 111853 | 08-12-201911:19:53
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Enabling read / write access to SNMPv2 Test Agent via SNMPv3 Service

Proxy Forwarder

Review the SNMPv2cAgentl.xnv file from the "Proxy_Demo.zip" file. It is a configuration file
It enables v1/v2c access to the Agent on port 11161, and
provides for coldStart / warmStart notifications being sent to receiver on port 4162.

for the TestSNMPAg.exe Agent.

In order for Browser to access this v2 Agent via SNMPv3 Service Proxy Forwarder Applications
the following configurations of SNMPv3 Service need to be added.

The goal is to execute read / write access to the v2 Test Agent going via secure SNMPv3 Access
to the SNMPv3 Service. The Browser's "System" node / "Get Scalars" function (the mouse right
click menu) will now need to be updated by providing ContextEnginelD / ContextName,
pointing to the v2Agent, via the Configuration dialog box opened via the "Configure" button on

the "Get Scalars" form.

The

00:00:12:99:b1:b2:b3:b4:b5:b6:b7:€6 / v2_1st.

preselected

here Context values are:

-

File Edit | o | 22 2 4 33 O | M 0= 22

]
Instance | Synﬁx | “alue -~
sysDescr. DisplasString FROXy TESTING: SMMMPW2c/FPor="
sysOhjectiD.0 OBRECT IDENTIFIER  nuDesignRoot.100.2
syslUpTime.0 TirlleTicks 0-0:1:40.60
sysContact.0 DigolanString MNOT w1 Support
sysMame.0 D playString ke SHRAPwE Agent at 11161
syslocation.D playString Canadasw1 11161 ~
< >

8 instance(s) retrieved

058-09-2019 11:22:61

08-09-2019 11:22:51

Configuration
SMMP Session Info
Frotocal Wersion
DestIF Address

Dest UDF Port

Session MName
USk User
Context Name
Context EnginelD

Murnber of Retries

Timeout Interval

Foll Cantrol

Murnber of Polls

Foll Period

W1 O W e W3

[[127.0.0.1

161

|Shaaes

=i

|Shaaes

|v2_1 st

>

[D0:00:12:99:b1:b2:b3:b4 b5 b EbT e ¥ |

Device Type

—

— =

|Unkn0wn

Continuous

seconds

—
—

Cancel ‘
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To get the results, as displayed above, provide the following updates to the SNMPv3 Service
Configuration Tables (highlighted entries) using the SNMPv3 Service Configuration Editor tool:

Proxy Table:

snmpProxyTable

MName ContextEnginelD ContextM... | Type Target.. | SingleT.. | MultipleTa...
Pl D=1 3| 00:00:12:99:01:k2: 03 hab5bERTeb w2n_Tst inform(.. P2z tagd
NMO=AX-R 00:00:12:99:07:02:h3h4b5bEb7el w2 _1st read(1) | pd t3

MO-w1-T  00:00:12:99:b7:b2:b3:bdbE:kER7:eb  w2n_1st trap(3 pee tage
NMO=AXAY 00001 2:99:07:02: b3 h4b5bEb7el w2 _1st write(2) | pd 4

Since the above "Get Scalars" request is sent to the Service which has

Engineld = 80:00:12:99:04:6e:64:74 and it is different than the request's Context

Engineld = 00:00:12:99:b1:b2:b3:b4:b5:b6:b7:e6 the request is passed to the Proxy Table where
a "read" row is selected, identifying secure side of the exchange (Browser - Service), "p4"
parameters, and v2 side of the exchange (Service - v2Agent), "t3" index value that identifies
"p22" parameters, as per the tables below.

Target Parameters Table:

snmpTargetFaramsTahble

Mame | MFkodel Securityhadel SecurityMame SecurityLewvel
pl mpSHMPI secSNMPWVIT) public noAuthMoPrivil)

mpShMPy2c(l) secSMMPW2e(2) public noduthMoPriviT)
ped mpSMMPYZel)  secSMMPWEcE) b 2Agent noAuthMoPrivil)
p23 mpShMPy2c(l) secSMMPW2e(2) by 2Ag e nt W noduthMoPriviT)
p3 mpSMNMP3E) seclSME) private noAuthMoPrivil)
@ mpSHMPYIE secUS3) shaaes authPrivi3)

Target Address Table:

snmpTargetaddrTable

Mame | TDo.. | TAddress Tim... | Retry | Taglist Fara... | Thask kAR
1 udp 127.001:162 5 1] tagl pe 484
t2 udp 127001162 5 1] tag? pd 484
t3 udp 127.001:11161 5 1] tagx pee 484
t4 udp 12700111161 5 1] tagx p23 484
th udp 127.0.01:162 5 1] tao3 ph 484

Community Table:

shimpCommunity Takle

Name Security Mame Context EnginelD Context ...
public public 80:00:12:99:04:6e:64:74

private public 80:00:12:99:04:62:64:74

public b2 gent 00:00:12:9%:b7:b2:b3:b4:b5:bE:LY 6 w2 _1st
private k' 2Agent_vy 00:00:12:99:071:b2:b3:bd:bEbE: k7 .6 we_1st
public_tr ki 22 gent 00:00:12:99:07:b2:b3:b4:b5:hE:bL7: =6 wZn_lst
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Finally the "Community Table" is consulted and for a given Security Name (MyV2Agent) and
v2Agent identified by ContextEngineld / ContextName pair, the "c3" row's Community Name is
selected, and "public" community name is selected for v1/v2 request send by the SNMPv3
Service to v2Agent to fulfill the "Read" request.

The reply traces a similar path back to reach the Browser as a v3 reply send over with the
secure "sha / aes" user credentials. The SNMP Set (write) request follows a similar path with
"write" / p23 / t4 / c4" rows holding appropriate parameters.

Converting SNMPv2 Test Agent's v2_Trap into v3_Trap by Proxy Forwarder

Run the Service Configuration Editor again and on the SNMP tab leave the Proxy Forwarder
function enabled, while setting its Notification Receiver port to 4162.

m SMMP Version
----- Authentication -

m ShMP3 i SNMPV2C i SNRP
----- Target Address

----- Target Params " SMNMPw3 (use only FIFPS 140-2 compliant authentication and privacy protocols)
----- Motify
----- Motify Filter Profile Enable Proxy Forwarder v

----- Motify Filter PR et 161 Proxy Fonwarder 162

Maotification Receiver Part

In order to have the v2Agent v2 Traps converted and re-send by Service's Proxy function as v3
Traps, provide the following updates to the SNMP Configuration Tables (highlighted entries),
using the Service Configuration Editor tool:

Proxy Table:

The v2 Trap originated by v2 Test Agent is received by SNMPv3 Service Proxy Application on
port 4162. Its Community string "public_tr" is mapped in row c5 of Community Table into a
"trap" row with ContextEngineld / ContextName that identifies row NS-v1X-T" in the Proxy
Table, confirming unsecure Service - v2Agent side of exchange credentials via "p22" parameter
(TargetParamsTable) and identifying "tag2" and "p4" target parameters in the Target Address
Table for the secure Service - Browser side of the exchange.

snmpProxyTable

MName ContextEnginelD ContextM... | Twpe Targe... | Sin.. | Multi..
MO 00:00:12:99:07:b2:h3:h4:b5bE:b7 ek wen_1st infarm...  p&? tag3
NO=1#-F 00001299071 :h2:h3:bd:h5hE6: kT 26 we_ 15t read(1 pd 13

NMO=AX-T  00:00:12:93:b1:b2:b3:04:h5hEb7 ek wen_1st trap(3) | p2z tag?
MO- Ay 00:00:12:99:01:b2:h3:b4:h5: b6k e6 we_1st write(2]  pd 4
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Target Parameters Table:

snmpTargetFaramsTahle

Mame | MFhodel Securityhodel SecurityMame SecurityLewvel
ol mpShMPW(D) secSHNMPIT public noAuthoPrivil)
ne mpSNMPVZel)  secSHNMPwEC(E)  public noAuthMNoPriv(1)
mpShMP2el] secSMNMPYECE)  MyW2Agent noduthMoPrivi1)
pe3 mpSNMPVZel)  secSHNMPWEC(Z)  MyWE2Agent W noAuthMNoPriv(1)
B3 mpShiMPY3(3) secldSM3) private noAuthoPrivil)
nd mpSMMPVEE) secUSME) shaaes authPriv(3)
Target Address Table:
snmpTargetaddrTable
Ma.. | TDom... | TAddress Tim... | Retry | Taglist Fara..| T., MMS
11 udp 127.0.0.1:162 5 I tac 1 =14 484
2 udp 127001162 5 0 tag? fnd 434
t3 udp 127.0.0.1:11161 5 I tag p2e 484
4 udp 12700111161 5 0 tagx p2d 434
th udn 127.0.0.1:162 5 I tag3 a]4 484
Community Table:
snmpCommunity Tahle
Co.. | Name Security Name Context EnginelD ContextN... | Tran

cl public

c? private

|:3 public
private

public

public

My 2Agent
My 2Agent W

|:5 public_tr kw2 Ao ent

g0:00:12:99:04:6:64:74
B0:00:12:99:04 herhd:74

00:00:12:9%:01:02:h3:hd:hE:kRE:RT 26 we_ 15t
00:00:12:9%:01:b2:h3:hd:b5:kbEbY ek we_ st
00:00:12:9%:01:b2:h3:hd:hE:kE:RT 26 wen_1st

The v2 Test Agent console interface provides for sending "warmsStart" notifications and both,

Traps and Informs are enabled, see the SNMPV2cAgentl.xnv configuration file.

The above

SNMPv3 Proxy Forwarder configuration will translate the v2Trap into v3Trap, the Inform from
the v2Agent will time out at this point (until the next section's configuration updates are
implemented).

At this point one can also add v3 Trap configuration for SNMPv3 Service's own notifications by
adding an "n2" trap row in the "Notify Table", pointing to a newly created t2 row in a Target

Address Table that uses "tag2" parameter,

enabling secure "p4" parameters of Target

Parameters Table for the secure "Service - Browser" side of the exchange.
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snmpMotify Table
MNarne Tag Twpe
mstrap_n1 mstraps trap(1)
ni tag] trap(1)
nz tage trap(1) ]

Restarting the Service now will produce both, the v2 and v3 "coldStart" Traps from the Service
itself. Type "warm" in the v2 Agent console and v3 "warmStart" Trap that originated as a v2
Trap in a v2 Agent and was translated into v3Trap by the Proxy Forwarder Application appears
too, as per below screen capture of Browser's Notification Receiver.

Notification Receiver 1 | = H (=] ”ﬂi|
Fie Edit | @ | X | O | M 0x 2%
Port Mumber: |162 kax. Entries —Ji 100

atif 1is]
B Trap (¥2). 08-12-2019 13:40:11. [:fff:127.0.0.1]. coldStart
--------- Comrmunity String = public
......... Fegquest=2
--------- syslpTime.0 = 0-0:0:0.04
--------- snmpTrap0lD.0 = coldStart
=~ Trap (¥3). 08-12-2019 13:40:11, [ffff:127.0.0.1]. coldStart, 80:00:12:99:04:6e:64:74
= Security Name = shaaes
o SeCurity Level = authPrivi3)
Caontext Name =
i Contesdt Engine Id = 80:00:12:99:04:62:64:74
......... Fegquest=3
--------- syslpTime.0 = 0-0:0:0.04
--------- snmpTrap0lD.0 = coldStart
= Trap (¥3). 08-12-201913:40:27, [:fff:127.0.0.1]. warmStart. vZn_1st
= Security Name = shaaes
o Becurity Level = authPriv(3)
Caontext Name =wZn_1st
b Cantext Engine Id = 00:00:12:9%:01:02:03 b 4:b5b6L 726
......... Fequest=4
--------- syslpTime 0 = 0-0:0:51 67
--------- snmpTrap0ID.0 = warmStart

Motification Received on port 162 Motifications : 3
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Converting SNMPv2 Test Agent's v2_Informs into v3_Informs by Proxy
Forwarder
To get the Notification Receiver window's results as per below, provide updates to the SNMP

Configuration Tables (highlighted entries), using the Service Configuration Editor tool. Then
from the v2Agent console issue a "warm" command, note that startV2agentl.xnv configuration

file enables both Traps & Informs, that are converted by Proxy App into v3Trap and v3Inform.

==

Motification Receiver 1
¢ | X O/ - M Dxeg

Fort Mumber. |162

File Edit

tdax. Entries

100

- 3ecurity Name = shaaes_inform

Security Lesvel = authPriv(3)
Context MName = w2n_1st

......... Reguest=5
--------- sysUpTime.0 = 0-0:45:52.51
--------- shmp TrapOlD.0 = warmStant

(= Security Mame = shaaes
i Becurity Level = authPrivi3)
Context Mame = win_Tst

--------- Fequest=4
--------- sysUpTime.0 = 0-0:45:52 51
--------- snmpTrapOlD.0 = warmStart

Context Engine |d = 00:00:12:93:b71:b2:b3:b4:b5:kb6:kh7:eb

H--Trap (¥3). 08-12-2019 15:23:17, [:fifi:127.0.0.1]. warmStart, v2n_1st

Context Engine |d = 00:00:12:99:b71:b2:h3:b4:b5:kE:R7:eb

Motification Received on pont 162

Motifications : 2

Proxy Table:
snmpProxy Tahle
MNarne ContextEnginelD Context... | Type Targ... | Sin.. | Multi...
MO 00:00:12:99:b1:b2:h3:b4:h5:b6:k 726 wen_1st infarmi(4) | p2e tag3
MO=Ax-F 00:00:12:93:01:hZb3:b4:05:khER7:eb we_lst read(l)  p4 t3
MO-1:-T  00:00:12:99:071:b2:b3:b4:b5:hE6:k7 6 wen_1st trap(3) paz tage
MO=12A 00:00:12:93:01:h2:b3:b4:05:hEkh7:eb we_lst write(2]  pd t4
Target Parameters Table:
snmp TargetFaramsTable
MName | MPhodel Securithodel SecurityMName SecurityLesel
[l mpSNMPEC(l)  secSMNMPW2C(E) public noduthMoPrivil)
p22 mpSHNMPWEC(l)  secSMMPW2CiE) k2 Agent noAuthMNaPrivi1)
p23 mpSHMPEC(l)  secSMMPWECE) kW2 Agent W noduthMoPrivi)
[l rnp SMkPY33) seclISh(3) private noAuthioPrivi
pd mpSMNMPY3E) seclSM(3) shaaes authPriv3)
ph mpSMNMPY3E) seclSh(3) shaaes_infarm authPriv(3)
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Target Address Table:

shmpTargethddrTable

Ma.. | TDo.. | TAddress Tim... | Retry | Taglist Fara..| T.| S
11 udp 127.0.0.1:162 5 ] tagl pe 484
t2 udp 127.0.0.1:162 5 ] tage p4 484
t3 udp 127.0.0.1:11181 5 ] tagx p22 484
4 udp 127.0.0.1:11181 5 ] e p23 484
5 udp  127.0.0.1:162 5 0 484
Community Table:
snmpCommunityTakle
Co.. | Name Security Name Context EnginelD ContextM... | Tran
cl public public 80:00:12:99:04:62:64:74
c2 private public 80:00:12:95:04:6e:64:74
c3 public kw22 gent 00:00:12:99:071:b2:b3:h4:b5hEL7.e6 we_lst
c4 private hdy 2 ent v 00:00:12:99:01:b2:h3khd:h5:kE:bT 26 w2_1st
ch public_tr kA2 ent 00:00:12:958:h1:be:h3:bdhbbEh7 el wen_1st
<

Please note that Informs require an update to USM Tables of both, respectively the Browser
and the SNMPv3 Service, with the USM User containing Browser's EnginelD (since this is the
authoritative EnginelD in the Inform packets exchange).

W3 USM Users T %3 Communities T W3 Targets T W3
MName | EnginelD | Host | Auth. | Priw. | Pr.. ~
public 00:00:12:99:7£00:00:01:319:32:k2 MIBrowser Pra none  no..
public 00:00:12:99:7:00:00:01:ab:cd:ef bk nonE  no..
sha 80:00:12:99:04:6e:64:74 [:fff:127.0.0.1].. SHA  no..
sha 00:00:12:99:7%:00:00:01:ab:cd:efbhb SHA  no.
shaaes 80:00:12:99:04:6e:64:74 [:fff:127.0.0.1]... SHA  AE.. 2b.
shaaes 00:00:12:99:7%:00:00:01:ab:cd:efhbb SHA  AE.. OE..

(zhaaes_inform 00:00:712:99:7:00:00:01: 3193202 FIBrowser Pro SHaA  AE.. 58...]
shades 80:00:12:99:04:6e:64:74 [ff:127.0.01].. 5HA DES 39..
shades 00:00:12:99:7%:00:00:01:ab:cd:efbhb SHA  DES 92..
shanopriv 80:00:12:99:04:6e:64:74 [:fff:127.0.0.1].. SHA  no..
shanopriv 00:00:12:99:7:00:00:01:ab:cd:ef bk SHA no.. -
< >
usmlserTahle r
EnginelD MNarne AuthProtocol | PrivProtocal | A
80:00:12:99:04:6e:64:74 public none(1) none(1)
80:00:12:99:04:6e:64:74 shaaes SHAG) AEST28(4)
80:00:12:99:04:6e:64:74 shades SHAT) DES(2)
80:00:12:99:04:6e:64:74 md5nopriv FDA(Z) none(1)
80:00:12:99:04:6e:64:74 shanopriv nane(l
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The Browser's USM Table is under menu Tools / Options then V3 USM Users tab, the Service
USM Table is accessible via Service Configuration Editor, USM branch under the SNMP subtree.

While setting up this new USM user select respectively the same AuthProtocol and PrivProtocol
passwords in both USM Tables.

Adding additional SNMPv2 Test Agents

As an exercise add similar proxy configurations to the SNMPv3 Service tables for your second
test v2 Agent that can be started at port 12161 using enclosed configuration file
"SNMPV2cAgent2.xnv" and startup batch file "startV2agent2.bat".

It's ContextEngineld / ContextName pair values could be set to =
00:00:12:99:b1:b2:b3:b4:b5:b6:b7:f6 / v2_2nd.
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About NuDesign Technologies

NuDesign Technologies, Inc, based in Toronto, Canada, specializes in the development of SNMP
management agents and client applications used in remote configuration, monitoring and
control of Windows and Linux Servers & Workstations, embedded devices, networking services
and applications.

For all of our software products, supporting standard management protocols such as NETCONF,
SNMP, CLI and web protocols such as RESTCONF, please visit our main site at www.ndt-inc.com.

The benefits of deploying NuDesign’s management software technologies are reliable, low risk,
quick-to-market and well supported solutions. The highly automated code generation tools
with associated applications and tutorials enable fast prototyping and development. They also
facilitate organization and design process for multiple target environments.

Contact Information

N . NuDesign Technologies, Inc.

uDesign

I‘dt Technologies tel: 416 737 0328 / fax: 416 4459101
toll free: 1 866 886 SNMP (7667)
contact@ndt-inc.com
www.ndt-inc.com / www.snmp4windows.com

This document is provided for informational purposes only, 'as is' and without warranty of any kind, using it you are consenting to
NuDesign SNMPv3 Agent Service for Windows License Agreement. This document may be copied, however without any
modification, all pages, full text and notices must be included.

RevAO3a 12 www.ndt-inc.com / www.snmp4windows.com



http://www.ndt-inc.com/

