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2. Introduction

This document shows how to receive SNMP traps using NuDesign products (Visual
MIBrowser Pro and NuDesign Master Agent Service).

3. Trap Reception

For the purposes of this exercise, NuDesign Visual MIBrowser Pro is used to receive
SNMP v1/v2 and SNMPv3 traps. NuDesign Master Agent Service is used for sending
traps.

3.1. SNMPv1/iN2 Traps

1. Open NuDesign Visual MIBrowser Pro and click on the “Trap Rx” button.

e =

TrapR=  Trap Tx

2. Notification Receiver window will open up. It is showing that the traps will be
received on port 162.

& Motification Receiver 1

|Eie Ect | @ | X |0 B M 0xgg N

Part Murnber: |152 tdaw. Entries T-' , ,,,,,,,,, 100
| Motification Receiver initialized | i
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3. To receive v1/v2 traps, we need to ensure that the community strings specified in
the traps are configured in MIBrowser. This can be done in two different ways.
The first is to configure MIBrowser to receive trap for all community strings. This
is done in the “Notification Rx” tab of the “Tools/Options” dialogue by checking

off the “Receiver V1/VV2 notification from all communities” check box at the
bottom of the tab.

i#] Dptions

M= E3
Dizplay Compiler Set Mizcelaneous
[ waUSMUses | va3Commwniies | V3 Targets 1 W3 VACM
Email T Muotification Tx T Motification Rx T Alarms
Select a Maotifization Select a Matification Priarity
authenticationF ailure #dd
E xizting Matification Priorities
I j Delete |
¥ Receive W1//2 notifications friom all communities
ok LCancel Apply
o

The second way is to configure individual community strings in the ” V3
Communities” tab of the “Tools/Options” dialogue.

_|Ol x|
Ernail | Motification Tx T Maotification Rx T Alarms
f Dizplay T Compiler T Set T Mizcellansous
W3USMUsers | V3 Communities | V3 Tangets 1 WIVACM
MHame I Security Hame I Engine |d I
public public 00:00:12:33.7F.00:00:01:30:15:32. b2 Add
private private 00:00:1 299 7F00:00:01:3:19:32:b2

Edit

[ ]

LCancel Apply
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4. Now that Visual MIBrowser Pro ready to receive, let’s configure NuDesign
Master Agent Service to send to traps. From the Control Panel click on the
NuDesign SNMPVv3HTTP Agent icon to start the agent configuration applet.

<

Mullezign
ShPY3 /
HTTF Agent

Choose SNMPv2c in the SNMP version.

Werzion
|7 = SHMP 1

i+ SHMPvZc

O SMMP3

5. Now look at the Target Address table where it is specified which address the trap
is supposed to go to and what the community string is. We are using the loop
back address for this exercise since the source and target are both on the same

machine.

r. HuDeszign SHMP¥3/HTTFP Agent Service Configuration

- mib-2. zpstem
L ACM
- Subagents
Dynamic Loading
- hgents Control
- SHMP
Authentication

- Remote Subagent
- About

— Target Addreszes Table

How#| Addresz | Timeout| Rty | Commurnity | Werzion

| Tag List |

a0 127.00.1:162

5 0 public SHMP10)  tagl

Address

[eg. 127.0.0.1:162)

Tag List

Commurity

|
| s |
Timeout I RetrpCount I— Al

{Erefe

I

Wersion EfErE

— Motify T able
Fowd | Tag | Type |
i} tagl trap(1]
1 tag2 infarm(2)
Tag

MotifyType I 'I Mew ol ElEE
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6. Now close this applet and it will ask to restart the agent. When the agent is
restarted it will send out a cold start trap which we should see in the MIBrowser
Pro Notification Receiver.

fa] Motification Receiver 1
EeEdt | @ | X O EH|Moxsg N
Port Murnber; |1|32 b aw. Entries ',-;l,,,,,,,,, 100

: Genenc Trap = Cold Start
------- Specific Trap =10
b TimeStamp = 0-0:0:2.39

| Muatification Receved on port 162 | Matifications ; 1 5
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3.2. SNMPv3 Traps
To send out SNMPv3 Traps a number of tables in the agent need to be configured.

1. From the agent configuration applet, choose the SNMPv3 for the SNMP version.

2. Go to the Notify table and create a row that tells the agent that you want to send
a trap. This row has a tag and specifies whether a trap or an inform will be sent
out. Make sure that the Notify Filter Table and Notify Filter Profile Tables are
empty. We will not be dealing with filtering in this tutorial.

r- NuDesign SHMP¥3/HTTP Agent Service Configuration

- mib-2. zpstem

- AT
Security To Group
i Yigw Tree Family

— snmpMotifuT able

Fowt | Mame | Tag | Tupe |
] n1 tagl trap(1]

- Subagents

Dynamic Loading
- fgents Control
-~ SMKP ~Row
Authentication "Index Object

i Target Address
Target Params

shmpt atifyt ame

3. We will configure the Target Params Table next. In this table you should create a
new row ‘p4’. Its MPModel is SNMPv3 and the security model being used is
secUSM. We call it ‘test’ and its security level chosen is NoAuthNoPriv.

r_ MuDesign SNMP¥3/HTTP Agent Service Configuration

;“:Ci:-"' stem — shmpT argetParams T able
Secuiity Ta Group R | Hame | kP odel | Securitytodel | Securityt ame | SecurityLevel |
Yiew Tres Famiy 0 pl mpSMHEPY1[0] zecSMNMPYI[T) publiu: no.f-\uthNoF'rivﬂ]
Ancess 1 p2 mpS Py 33) zecl]SM(3] public no.t'-‘«uthNoF'nvﬂ]
2 pd mpSH Py I3) zeclSM(3] md5des authPriv( 3]
- Contest 3 pd mpSHMPYI3) zeclSM(3] test nadsuthM oPriv(1]
- Subagents
Diwnamic Loading
- iugentz Contral
- SHMP —How
- Authentication Index Object
’7 shmpT argetFaramst ame pd
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4.

The Target Address Table will tie the rows in the above two tables together. In
this table you will specify the address to which the trap/inform is sent to
(specified in the Notify table as ‘tagl’) and what security is to be used (specified
in the Target Params table as ‘p4’).

r- MuDesign SHMP¥3/HTTP Agent Service Configuration

- mib-2. system — stmpT angetaddi T able

\"IAC;I o To Flowﬂ| Namel TDomain | TAddress | Timeout | F|| Taglist | Params | ThMask | IS
- Securiy To Group 0 H udpDomain[l] 127.0.01:162 5 0 tagl pd 484
Wiew Tree Famiy 1 z udpDomain[1]  127.0.0.1:162 5 1 tagl pd 484
- hooess
.. Contest
4 3
- Subagents I I _I
- Dynamic Loading ~ Fow
- Agents Control Indes Object
- SMNMP
:. Authentioation lrsnmpTargeb’-\ddrName I ‘
Target ddiess snmp T argetdddiTDomain [ 1idn0 omain
Target Params -
L Netity zhmpT argetiddiTAddress Addr. I

Now close this applet and a v3 trap will be sent by the agent service when it
restarts.

We notice that the trap was not received by the Notification Receiver.

At this point we need to review what we have done to make sure all the
parameters were configured properly. We will notice that in the Target Params
table the security name is ‘test’ and its securityLevel is noAuthnoPriv. We need
to make sure that the MIBrowser Pro has a corresponding security name in the
USM table with the correct authentication and privacy and corresponding engine
id.

%] USM User Entry
LISk User Mame
Itest
Current Known Engine |dz
|00:00:12:93: 700 00:01: abrcd: ef-bb =]
Find Id |
Authentication Protocol Privacy Protocol
|nu:une j |nu:une j
Authentication Pazswaord Privacy Pazzword
k. | Cancel |
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7. Also the USM table in agent should have a corresponding entry for ‘test’.

r. MuDeszign SMMPy¥3/HTTF Agent Service Configuration

- mib-2 system —uzmllzerT able
s CEna [Home | Secuytlane |
- Secuity To Group 1:? - ESESEE:SSS 7£.00:00:01: b cdef-bb NZ;E SZEE:umyName I::ILI
- \igw Tres Famil 001 2,99 700:00:01; ab: od:ef: m m
A'BW 158 Famy 1 00:00:12:9% FEOD:00:00:abeechebbb sha  sha 5—
[raccess 2 00:00:12: O0:00:0:abcedebbh test
""" Contest K] 00:00:12:9%: 7 00:00:01: abeed:ebbh mdBaes  mdSaes Ml
S:ubagents 4 00:00:12:93: 7 00:00:01:sb.cd:efbb md5des  mdbdes i
- Dynamic Loading | T *
- fgents Control
- SNMP ‘F‘Dlwd Obict
. Authenticat ndex Objects
----T:rg:?;;lz:z; % [lze Local Enginell £ Ertter my awn Enginel [
- Target Params vzl serEnginelD |EID:EIEI:1 2:99:7F:00:00:07: ab:od:ef:bb
-+ Matify
- Matiy Fier Frofile allbeter: [
- Motify Filker .
- Prosy uzmllzerSecuntpilame Itest
- LISM uzmUsertuthProtocol I nonE ﬂ New

8. Now when we close this application and a trap is sent, it is received in
Notification receiver.

------- Securty Level = noduthMoPriv1]

o Contest Mame =

e Cantest Engine Id =
Request=2
- gyslpTime 0 = 0-0:0:2.87
snmpModulez.1.1.4.1.0 = enmphModules.1.1.5.1

9. The next step is to try to send an AuthPriv trap and see if we receive it. We
review the USM and Target Params tables in the agent and find ‘md5des’
already defined and it is AuthPriv. Next we go to the TargetAddress table and
specify ‘p3’ which is the row in the TargetParams table with the securityName of
‘mdbdes’.

We also have to make sure that MIBrowser Pro USM table also has an entry for
‘md5des’.

Once, this is done we are ready to send the trap again by closing the application.
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= Trap [¥3]. 09-11-2008 16:46:00, 127.0.0.1, snmpModules.1.1.5.1

El ----- Security Mame = md5des

e Seouity Level = authPriv]3)
- Contest Mame =
e Context Engine |d =
....... Fequest = 3
o zyelpTime.0 = 0-0:0:3.21

o snmpModules.1.1.4.1.0 = snmpModules.1.1.5.1

To recap, we were able to send v1/v2, v3 noAuthnoPriv, v3 AuthPriv traps, individually,
from the Agent Service and receive them in NuDesign Visual MIBrowser Pro.

3.3. SNMPv1 & SNMPv3 Traps Together

An agent can send any version of a trap (SNMPv1, v2 and / or v3) to as many locations
as specified in the TargetAddress Table.

- mib-2. spstem —snmpT argetdddT able
----\-?-‘-.CM . Fowh| Name | TDomain | Taddress [ Ti] B[ Taglist | Params | Thas
-+ Securiy To Group o srmpvl  udpDomain[1] 127.0.01:162 0 0 tagl ol
-~ View Tree Famiy 1 1 udpDomain[1]  127.0.0.1:162 E 0 tagl pd
Access 2 z ydpDomain(1]  127.0.0.1:162 5 1 tagl p3
i Contest
4 »
S_ubagents I I J
“ Dipnamic: Loading ~ Row
- Bgents Control Index Object
- SHNMP I—
Authentication ’;nmpTalgetﬁ.dleame
llotoeddicss stmp T argetiddrT Diomain I
Target Params — |

We can see from Target Address Table that three destinations (all loopback addresses)
have been configured. Therefore, we should see three different traps being received by

MIBrowser Pro.
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;n'fé;l&ystem — zhmpT argetParams: T able
Secuity To Group Roweft | Mame | tPModel | SecurtyModel | SecurityM ame | SecurityLevel |
Yiew Tree Family 0 pl mpSkMPY1[0) zecSMMPYI[T] publ!c na-’-‘«uthNu:nF'r!v[‘l]
focess 1 p2 mpSMHMPY33) zecl)SMI3] public nuﬂ\utl*:uNch'rw[‘l]
2 p3 mpSHMPY33) zecl)SMI3] mdSdes authPriv[3)
- Contest 3 pd mpSHMPY33) zecl)SMI3] test niaesuthMoPriv(1]
- Subagents
Dynamic Loading
- fgents Contral
-~ SMMP —Row
i Authentication Index Dbiject
’7 znmpT argetParamsMame

Correlating “Params” from Target Address Table to Target Params Table, it can be
observed that,

‘p1’s security model is SNMPv1, ‘p3’ is SNMPv3 with security level of ‘authPriv’ and ‘p4’
is also SNMPv3 and it is ‘noAuthnoPriv’.

When this applet is closed, the traps will be sent out. We can observe in Visual
MIBrowser Pro the traps received by it.

d ation[=]
= Trap [¥1]. 01-27-2009 15:31:43, 127.0.0.1, cold5tart
------- Community String = public:
------- Enterprize = shmpTrapsz
------- Generic Trap = Cold Start
------- Specific Trap =0
------- TimeStarnp = 0-0:0:3.31
= Trap [¥3). 01-27-2009 15:31:43, 127.0.0.1, cold5tart
- Securty Mame = mdades
------- Request =3
------- ggllpTime.0 = 0-0:0:3.31
------- ghmpTrap0l0.0 = coldStart
= Trap [¥3). 01-27-2009 15:31:43, 127.0.0.1, cold5tart
[ Security Mame = test
------- Request =2
------- epelpTime. 0 = 0-0:0:3.31
------- ghmpTrap0l0.0 = coldStart
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4. About NuDesign Technologies

NuDesign Technologies, Inc, based in Toronto, Canada, specializes in the development
of management agents and client applications used in remote configuration, monitoring
and control of Windows and Linux Servers & Workstations, embedded devices,
networking services and applications. For all of our software products, supporting
standard management protocols such as NETCONF, SNMP, CLI and web protocols
such as RESTCONF, please visit our main site at www.ndt-inc.com.

The benefits of deploying NuDesign’s management software technologies are reliable,
low risk, quick-to-market and well supported solutions. The highly automated code
generation tools with associated applications and tutorials enable fast prototyping and
development. They also facilitate organization and design process for multiple target
environments.

Contact Information

I'd NuDesign NuDesign Technologies, Inc.
Technologies tel: 416 737 0328 / fax: 416 445 9101
toll free: 1 866 886 SNMP (7667)
contact@ndt-inc.com
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