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An Architecture for Network Managenent Usi ng NETCONF and YANG
Abstr act

The Networ k Configuration Protocol (NETCONF) gives access to native
capabilities of the devices within a network, defining nmethods for
mani pul ati ng configuration databases, retrieving operational data,
and i nvoki ng specific operations. YANG provides the neans to define
the content carried via NETCONF, both data and operations. Using
bot h technol ogi es, standard nodul es can be defined to give
interoperability and conmonality to devices, while still allow ng
devices to express their unique capabilities.

Thi s docunent describes how NETCONF and YANG hel p build network
managenent applications that neet the needs of network operators.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
publ i shed for infornational purposes.

This docunment is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6244.

Shaf er I nf or mati onal [ Page 1]



RFC 6244 NETMODARCH June 2011

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
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described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
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1.

Origins of NETCONF and YANG

Net wor ks are increasing in conplexity and capacity, as well as the
density of the services deployed upon them Uptine, reliability, and
predictable | atency requirenents drive the need for automation. The
probl enms with network managenent are not sinple. They are conplex
and intricate. But these problens nust be solved for networks to
meet the stability needs of existing services while incorporating new
services in a world where the growth of networks is exhausting the
supply of qualified networking engi neers.

In June of 2002, the Internet Architecture Board (1 AB) held a

wor kshop on Network Managenent [RFC3535]. The nenbers of this

wor kshop made a number of observations and recomendations for the
| ETF s consideration concerning the issues operators were facing in
their network managenent-related work as well as issues they were
having with the direction of the | ETF activities in this area.

The out put of this workshop was focused on current problems. The
observations were reasonabl e and straightforward, including the need
for transactions, rollback, |owinplenentation costs, and the ability
to save and restore the device' s configuration data. Many of the
observations give insight into the problens operators were having
with existing network managenent sol utions, such as the lack of ful
coverage of device capabilities and the ability to distinguish

bet ween configuration data and other types of data.

Based on these directions, the NETCONF working group was forned and
the Network Configuration (NETCONF) protocol was created. This
protocol defines a sinple nmechani sm where network nmanagenent
applications, acting as clients, can invoke operations on the

devi ces, which act as servers. The NETCONF specification [ RFCA741]
defines a small set of operations, but goes out of its way to avoid
maki ng any requirenents on the data carried in those operations,
preferring to allow the protocol to carry any data. This "data nodel
agnostic" approach allows data nodels to be defined i ndependently.

But | acking a means of defining data nodels, the NETCONF protocol was
not usabl e for standards-based work. Existing data nodeling

| anguages such as the XM. Schema Definition (XSD) [WBCXSD] and the
Docunent Schenma Definition Languages (DSDL) [ SODSDL] were

consi dered, but were rejected because of the problemthat domains
have little natural overlap. Defining a data nodel or protocol that
is encoded in XML is a distinct problemfromdefining an XM
docunent. The use of NETCONF operations places requirenments on the
data content that are not shared with the static docunent problem
domai n addressed by schema | anguages |ike XSD or RELAX NG
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In 2007 and 2008, the issue of a data nodeling | anguage for NETCONF
was di scussed in the OPS and APP areas of | ETF 70 and 71, and a
design team was tasked with creating a requirenments docunent [ RCDM].
After discussing the avail able options at the CANMOD BoF at | ETF 71,
the conmunity wrote a charter for the NETMOD working group. An
excel l ent description of this time period is avail able at
<http://ww.ietf.org/mail-archive/web/ietf/current/nsg51644. htni >.

In 2008 and 2009, the NETMOD working group produced a specification
for YANG [ RFC6020] as a neans for defining data nodels for NETCONF,
all owi ng both standard and proprietary data nodels to be published in
a formthat is easily digestible by hunman readers and satisfies nany
of the issues raised in the 1 AB NM workshop. This brings NETCONF to
a point where is can be used to devel op standard data nodels within
the | ETF.

YANG al l ows a nodeler to create a data nodel, to define the

organi zation of the data in that nodel, and to define constraints on
that data. Once published, the YANG nodul e acts as a contract
between the client and server, with both parties understandi ng how
their peer will expect themto behave. A client knows how to create
valid data for the server, and knows what data will be sent fromthe
server. A server knows the rules that govern the data and how it
shoul d behave.

YANG al so i ncorporates a level of extensibility and flexibility not
present in other nodel |anguages. New nodul es can augnent the data
hi erarchi es defined in other nodul es, seam essly addi ng data at
appropriate places in the existing data organi zation. YANG al so

all ows new statenments to be defined, allowing the |anguage itself to
be expanded in a consistent way.

Thi s docunment presents an architecture for YANG describing how YANG
rel ated technol ogi es work and how solutions built on them can address
t he networ k managenent probl em donai n.

El enents of the Architecture
1. NETCONF

NETCONF defi nes an XM.-based renote procedure call (RPC) nechani sm
that | everages the sinplicity and availability of high-quality XM
parsers. XM gives a rich, flexible, hierarchical, standard
representation of data that nmatches the needs of networking devices.
NETCONF carries configuration data and operations as requests and
replies using RPCs encoded in XM. over a connection-oriented
transport.
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XM s hierarchical data representation allows conpl ex networking data
to be rendered in a natural way. For exanple, the follow ng
configuration places interfaces in OSPF areas. The <ospf> el enent
contains a list of <area> elenents, each of which contain a list of
<interface> el enents. The <nane> elenent identifies the specific
area or interface. Additional configuration for each area or
interface appears directly inside the appropriate el ement.

<ospf xm ns="http://exanpl e. org/ net conf/ospf">

<ar ea>
<nane>0. 0. 0. 0</ nane>

<i nterface>
<name>ge- 0/ 0/ 0. 0</ nane>
<!-- The priority for this interface -->
<priority>30</priority>
<metric>100</nmetric>
<dead-i nt erval >120</ dead-i nt erval >
</interface>

<i nterface>
<nane>ge- 0/ 0/ 1. 0</ nane>
<netric>140</netric>
</interface>
</ ar ea>

<ar ea>
<nanme>10. 1. 2. 0</ nane>

<interface>
<name>ge- 0/ 0/ 2. 0</ nane>
<nmetric>100</netric>
</interface>

<interface>
<name>ge- 0/ 0/ 3. 0</ nane>
<nmetric>140</nmetric>
<dead-i nt erval >120</ dead-i nterval >
</interface>
</ ar ea>
</ ospf >

NETCONF i ncl udes mechani snms for controlling configuration datastores.
Each datastore is a specific collection of configuration data that
can be used as source or target of the configuration-related
operations. The device can indicate whether it has a distinct
"startup" configuration datastore, whether the current or "running"
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datastore is directly witable, or whether there is a "candidate"
configuration datastore where configurati on changes can be made t hat
will not affect the device until a "commit-configuration" operation
i s invoked.

NETCONF defines operations that are invoked as RPCs fromthe client
(the application) to the server (running on the device). The
following table lists sone of these operations:

conmi t Commit the "candidate" configuration to "running"
copy-config Copy one configuration datastore to another
del ete-config Del ete a configuration datastore

I I
I I
| |
edit-config | Change the contents of a configuration datastore |
I I
I I
I I

get-config Retrieve all or part of a configuration datastore
| ock Prevent changes to a datastore from another party
unl ock Rel ease a | ock on a datastore

B oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

NETCONF' s "capabi lity" nmechanismallows the device to announce the
set of capabilities that the device supports, including protoco
operations, datastores, data nodels, and other abilities. These are
announced during session establishnent as part of the <hello>
message. A client can inspect the hell o nessage to deterni ne what
the device is capable of and howto interact with the device to
performthe desired tasks.

NETCONF al so defines a neans of sending asynchronous notifications
fromthe server to the client, described in [ RFC5277].

In addition, NETCONF can fetch state data, receive notifications, and
i nvoke additional RPC nethods defined as part of a capability.
Conpl ete informati on about NETCONF can be found in [ RFC4741].

2.1.1. NETCONF Transport Mappi ngs

NETCONF can run over any transport protocol that neets the
requirenents defined in RFC 4741, including

0 connection-oriented operation
0 authentication
0 integrity

o confidentiality
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[ RFCA742] defines a mapping for the Secure Shell (SSH) [RFC4251]
protocol, which is the mandatory transport protocol. Qhers include
SOAP [ RFC4743], the Bl ocks Extensible Exchange Protocol (BEEP)

[ RFCA744], and Transport Layer Security (TLS) [ RFC5539].

2.2. YANG
YANG i s a data nodeling | anguage for NETCONF. It allows the
description of hierarchies of data nodes ("nodes") and the
constraints that exist anong them YANG defines data nodel s and how
to mani pul ate those nodel s via NETCONF protocol operations.

Each YANG nodul e defines a data nodel, uniquely identified by a

nanespace URI. These data nodels are extensible in a manner that
allows tight integration of standard data nodels and proprietary data
nodel s. Mbdels are built from organi zational containers, lists of

data nodes, and data-node-forming |leafs of the data tree
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nodul e exanpl e- ospf {
nanespace "http://exanpl e.org/ netconf/ospf"
prefix ospf;

i mport network-types { // Access another nodule' s def’ns
prefix nett;
}

cont ai ner ospf { /1 Declare the top-level tag
list area { /1 Declare a list of "area" nodes
key nane; // The key "nane" identifies list nenbers
| eaf nane {
type nett:area-id;

list interface {
key nane;
| eaf nane {
type nett:interface-naneg;

| eaf priority {
description "Designated router priority";
type uint8; [/ The type is a constraint on
/1 valid values for "priority".

| eaf nmetric {
type uint16 {
range 1..65535;
}

| eaf dead-interval ({
units seconds;
type uint16 {
range 1..65535;
}

}

A YANG nodul e defines a data nodel in terns of the data, its

hi erarchi cal organi zation, and the constraints on that data. YANG
defines how this data is represented in XM. and how that data is used
i n NETCONF operations.
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The following table briefly describes some conmon YANG st at ements:

S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Statenent | Description [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +

augnent Ext ends existing data hierarchies

choi ce Defines nutually exclusive alternatives

cont ai ner Defines a | ayer of the data hierarchy

ext ensi on Al'l ows new statenents to be added to YANG

feature I ndicates parts of the nodel that are optiona

groupi ng Groups data definitions into reusable sets

key Defines the key leafs for lists

I I I
I I I
I I I
| | |
I I I
I I I
I I I
| Ieaf | Defines a leaf node in the data hierarchy |
I I I
| | |
I I I
I I I
I I I
I I I
I I I

| eaf -1i st A |l eaf node that can appear multiple tines

list A hierarchy that can appear multiple tines

notification Defines notification

rpc Defines input and output paraneters for an RPC

operation

t ypedef Defines a new type

uses I ncorporates the contents of a "grouping"
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +

2.2.1. Constraints

YANG al | ows the nodeler to add constraints to the data nodel to
prevent inpossible or illogical data. These constraints give clients
i nformati on about the data being sent fromthe device, and also allow
the client to know as nuch as possi bl e about the data the device will
accept, so the client can send correct data. These constraints apply
to configuration data, but can also be used for rpc and notification
dat a.

The principal constraint is the "type" statenment, which linmts the

contents of a |eaf node to that of the named type. The follow ng
table briefly describes sone other common YANG constraints:
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| ength
mandat ory

| Limits the length of a string [
| Requires the node appear |
max-el enents | Limts the nunber of instances in a |ist [
nmn-elenents | Linmts the nunber of instances in a |ist [
nmust | XPath expression nmust be true |
pattern | Regul ar expression nust be satisfied |
I I
I I
I I
I I

range Val ue nust appear in range
ref erence Val ue nust appear el sewhere in the data
uni que Val ue nmust be unique within the data
when Node is only present when XPath expression is true
B g +

The "nmust" and "when" statenents use XPath [ WBCXPATH|] expressions to
specify conditions that are senantically eval uated agai nst the data
hi erarchy, but neither the client nor the server are required to

i mpl emrent the XPath specification. Instead they can use any nmeans to
ensure these conditions are net.

2.2.2. Flexibility

YANG uses the "union" type and the "choice" and "feature" statenents
to give nodelers flexibility in defining their data nodels. The
"union” type allows a single leaf to accept multiple types, like an
i nteger or the word "unbounded”

type union {
type int32;
type enuneration {
enum "unbounded";
}

}

The "choice" statenment lists a set of nutually exclusive nodes, so a
valid configuration can choose any one node (or case). The "feature"
statenment allows the nodeler to identify parts of the nodel that can
be optional, and allows the device to indicate whether it inplements
these optional portions.

The "devi ation" statenent allows the device to indicate parts of a
YANG nodul e that the device does not faithfully inplement. Wile
devices are encouraged to fully abide according to the contract
presented in the YANG nodul e, real-world situations may force the
device to break the contract. Deviations give a neans of declaring
this limtation, rather than leaving it to be discovered via run-tine
errors.

Shaf er I nf or mat i onal [ Page 11]



RFC 6244 NETMODARCH June 2011

2.2.3. Extensibility Mde

XM i ncludes the concept of nanespaces, allow ng XM el enents from
different sources to be conbined in the sanme hierarchy without
risking collision. YANG nodul es define content for specific
nanespaces, but one nodul e may augnment the definition of another
nodul e, introducing elenents fromthat nodul e’ s namespace into the
first nodul e’ s hierarchy.

Si nce one nodul e can augnent another nodule’s definition, hierarchies
of definitions are allowed to grow, as definitions fromnultiple
sources are added to the base hierarchy. These augnentations are
qual i fied using the nanespace of the source nodule, helping to avoid
i ssues with name conflicts as the nodul es change over tine.

For exanple, if the above OSPF configuration were the standard, a
vendor nodul e may augnent this with vendor-specific extensions.

nodul e vendor x- ospf {
nanespace "http://vendorx. exanpl e. conf ospf"
prefix vendorx;

i mport exanpl e-ospf {
prefix ospf;
}

augrment /ospf:ospf/ospf:areal/ospf:interfaces {
| eaf no-nei ghbor-down-notification {
type enpty;
description "Don't informother protocols about"
+ " nei ghbor down events";

}

The <no- nei ghbor-down-notification> elenment is then placed in the
vendor X nanmespace:
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<ospf xm ns="http://exanpl e. org/ net conf/ospf"
xm ns: vendor x="htt p://vendor x. exanpl e. conf ospf " >

<ar ea>
<nane>0. 0. 0. 0</ nane>

<interface>
<name>ge- 0/ 0/ 0. 0</ nane>
<priority>30</priority>
<vendor x: no- nei ghbor -down-notification/>
</interface>

</ ar ea>
</ ospf >

Augnent ati ons are seanm essly integrated with base nodul es, all ow ng
themto be fetched, archived, |oaded, and deleted within their
natural hierarchy. |If a client application asks for the
configuration for a specific OSPF area, it will receive the sub-

hi erarchy for that area, conplete with any augnented data.

2.3. YANG Transl ati ons

The YANG data nodeling |anguage is the central piece of a group of

rel ated technol ogi es. The YANG | anguage itself, described in

[ RFC6020], defines the syntax of the |language and its statenents, the
meani ng of those statenents, and how to combine themto build the

hi erarchy of nodes that describe a data nodel

That docunent also defines the "on the wire" XML content for NETCONF
operations on data nodels defined in YANG nodul es. This includes the
basi ¢ mappi ng between YANG data tree nodes and XM el enents, as well
as mechani sns used in <edit-config> content to mani pul ate that data,
such as arranging the order of nodes within a |ist.

YANG uses a syntax that is regular and easily described, primarily
designed for human readability. YANG s syntax is friendly to email,
diff, patch, and the constraints of RFC formatting.

2.3.1. YIN

In sone environnments, incorporating a YANG parser nay not be an
acceptabl e option. For those scenarios, an XM. granmar for YANG is
defined as YIN (YANG | ndependent Notation). YIN allows the use of
XM. parsers that are readily available in both open source and
commerci al versions. Conversion between YANG and YIN is direct,

| oss-less, and reversible. YANG statenents are converted to XM

el ements, preserving the structure and content of YANG but enabling
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the use of off-the-shelf XM. parsers rather than requiring the
integration of a YANG parser. YIN maintains conplete semantic
equi val ence with YANG

2.3.2. DSDL (RELAX NG

Since NETCONF content is encoded in XM, it is natural to use XM
schema | anguages for their validation. To facilitate this, YANG
of fers a standardi zed mappi ng of YANG nodul es i nto Docunment Schema
Definition Languages [ RFC6110], of which RELAX NG is a nmjor
component .

DSDL is considered to be the best choice as a standard schema

| anguage because it addresses not only grammar and dat atypes of XM
docunents but al so semantic constraints and rules for nodifying the
i nformation set of the docunent.

In addition, DSDL offers formal neans for coordinating multiple

i ndependent schemas and specifying how to apply the schemas to the
various parts of the document. This is useful since YANG content is
typically conmposed of nultiple vocabul ari es.

2.4. YANG Types

YANG supports a nunmber of builtin types, and allows additional types
to be derived fromthose types in an extensible manner. New types
can add additional restrictions to allowabl e data val ues.

A standard type library for use by YANG is avail abl e [ RFC6021].
These YANG nodul es define commonly used data types for | ETF-rel ated
st andar ds.

2.5. | ETF CGui del i nes

A set of additional guidelines is defined that indicate desirable
usage for authors and revi ewers of Standards-Track specifications
cont ai ni ng YANG dat a nodel nodul es [ RFC6087]. These gui delines
shoul d be used as a basis for reviews of other YANG data node
docunents.

3. Wrking with YANG

3.1. Building NETCONF- and YANG Based Sol utions
In the typical YANG based solution, the client and server are driven
by the content of YANG nodules. The server includes the definitions

of the nodules as neta-data that is available to the NETCONF engi ne.
Thi s engi ne processes incom ng requests, uses the neta-data to parse
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and verify the request, perforns the requested operation, and returns
the results to the client.

o e e e e e e e e e ao oo +
| Server (device) |

| . +

[ [ configuration | |

boook ] ] e |

| YANG + [ | md state data [ |
[mods| |+ | | ea---------oooo-- |
to---H ] - > t t notifications | |
e T N B R |

+----+ | [ operations | ]

| S + |

I n I

I I I

I v I

e + | - + |
I | ----mmmee- > | I I
|dient| <rpc> | | NETCONF | |
| (app) | I I engi ne I I
I | <------------ I I I
F------ + <rpc-reply> R + |
I / \ I

I / \ I

I / \ I

| [ SR + Fomm - oo - - + |

| | config | | system |+ |

| | data- | | software ||+ |

| | base | | component | || |

| +-------- + Fomm e e - + | |

I Hoome-oo-- +

I Hoo-emo-- +

o e e e e e e e e e ao oo +

To use YANG YANG nodul es nmust be defined to nodel the specific
probl em domai n. These nodul es are then | oaded, conpiled, or coded
into the server.

The sequence of events for the typical client/server interaction nmay
be as foll ows:

o Aclient application ([C]) opens a NETCONF session to the server
(device) ([9])

0o [C and [S] exchange <hel |l o> nessages containing the |ist of

capabilities supported by each side, allowing [C] to |earn the
nmodul es supported by [S]

Shaf er I nf or mat i onal [ Page 15]



RFC 6244 NETMODARCH June 2011

0o [C builds and sends an operation defined in the YANG nodul e,
encoded in XM., within NETCONF' s <rpc> el ement

0 [S] receives and parses the <rpc> el enent

o [S] verifies the contents of the request against the data nodel
defined in the YANG nodul e

o [S] perfornms the requested operation, possibly changing the
configuration datastore

o [S] builds the response, containing the response, any requested
data, and any errors

0 [S] sends the response, encoded in XM, wthin NETCONF s
<rpc-reply> el enent

0 [C] receives and parses the <rpc-reply> el enent
o [C inspects the response and processes it as needed

Note that there is no requirenment for the client or server to process
the YANG nodules in this way. The server nmay hard code the contents
of the data nodel, rather than handle the content via a generic
engine. O the client may be targeted at the specific YANG nodel,
rat her than being driven generically. Such a client nmight be a
simple shell script that stuffs arguments into an XM. payl oad

tenpl ate and sends it to the server.

3.2. Addressing Operator Requirenents

NETCONF and YANG address many of the issues raised in the 1AB NM
wor kshop.

0 Ease of use: YANG is designed to be human friendly, sinple, and
readable. Many tricky issues remain due to the conplexity of the
probl em domai n, but YANG strives to nake them nore visible and
easier to deal wth.

0 Configuration and state data: YANG clearly divides configuration
data from ot her types of data.

0 Transactions: NETCONF provides a sinple transaction mechani sm
0 Ceneration of deltas: A YANG nodul e gi ves enough information to

generate the delta needed to change between two configuration data
sets.
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0 Dunp and restore: NETCONF gives the ability to save and restore
configuration data. This can also be performed for a specific
YANG nodul e.

0 Network-wi de configuration: NETCONF supports robust network-w de
configuration transactions via the commt and confirmed-conmmit
capabilities. Wen a change is attenpted that affects multiple
devi ces, these capabilities sinplify the managenment of failure
scenarios, resulting in the ability to have transactions that wll
dependably succeed or fail atomcally.

0 Text-friendly: YANG nodul es are very text friendly, as is the data
t hey defi ne.

o Configuration handling: NETCONF addresses the ability to
di stingui sh between distributing configuration data and activating
it.

0 Task-oriented: A YANG nodul e can define specific tasks as RPC
operations. A client can choose to invoke the RPC operation or to
access any underlying data directly.

o Full coverage: YANG nodul es can be defined that give full coverage
to all the native abilities of the device. Gving this access
avoids the need to resort to the command line interface (CLI)
usi ng tools such as Expect [ SWEXPECT].

o Tineliness: YANG nodul es can be tied to CLI operations, so al
native operations and data are i medi ately avail abl e.

o Inplenmentation difficulty: YANG s flexibility enabl es nodul es that
can be nore easily inplenmented. Adding "features" and repl acing
"third normal forn with a natural data hierarchy shoul d reduce
conpl exi ty.

o Sinple data nodeling | anguage: YANG has sufficient power to be
usable in other situations. |In particular, on-box APl and native
CLI can be integrated to achieve sinplification of the
infrastructure

0 Internationalization: YANG uses UTF-8 [ RFC3629] encoded Uni code
characters.

0 Event correlation: YANG i ntegrates RPC operations, notification
configuration, and state data, enabling internal references. For
exanple, a field in a notification can be tagged as pointing to a
BGP peer, and the client application can easily find that peer in
the configuration data.
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3. 3.

o Inplenmentation costs: Significant effort has been nade to keep
i npl ement ation costs as | ow as possi bl e.

0 Human-friendly syntax: YANG s syntax is optinized for the reader
specifically the reviewer on the basis that this is the nost
comon human interaction.

0 Post-processing: Use of XM_ will maxim ze the opportunities for
post - processi ng of data, possibly using XM.-based technol ogi es
i ke XPath [WBCXPATH], XQuery [WBCXQUERY], and XSLT [ WBCXSLT].

0 Semantic nismatch: Richer, nore descriptive data nodels will
reduce the possibility of semantic mismatch. Wth the ability to
define new primtives, YANG nodules will be nmore specific in
content, allow ng nore enforcenent of rules and constraints.

0 Security: NETCONF runs over transport protocols secured by SSH or
TLS, allowi ng secure conmmuni cations and aut hentication using well -
trusted technol ogy. The secure transport can use existing key and
credential managenent infrastructure, reducing depl oynent costs.

0 Reliable: NETCONF and YANG are solid and reliable technol ogies.
NETCONF i s connection based, and includes automatic recovery
mechani sms when the connection is |ost.

o0 Delta friendly: YANG based nodel s support operations that are
delta friendly. Add, change, insert, and delete operations are
all well defined.

o0 Method-oriented: YANG all ows new RPC operations to be defined,
i ncludi ng an operation nanme, which is essentially a nmethod. The
i nput and output parameters of the RPC operations are al so defined
in the YANG nodul e.

Rol es in Building Solutions

Bui | di ng NETCONF- and YANG based solutions requires interacting with
many di stinct groups. Mddelers nust understand how to build usefu
nmodel s that give structure and neaning to data while maxim zing the
flexibility of that data to "future proof"” their work. Reviewers
need to quickly determne if that structure is accurate. Device
devel opers need to code that data nodel into their devices, and
application devel opers need to code their applications to take
advant age of that data nmodel. There are a variety of strategies for
perform ng each piece of this work. This section discusses sone of
those strategies.
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3.3.1. Mbodeler

The nodel er defines a data nodel based on their in-depth know edge of
t he probl em domai n bei ng nodel ed. This nodel should be as sinple as
possi bl e, but should bal ance conplexity wi th expressiveness. The
organi zation of the nodel not only should target the current node

but also should allow for extensibility from other nodul es and for
adaptability to future changes.

Addi tional nodeling issues are discussed in Section 4.

3.3. 2. Revi ewer

The reviewer role is perhaps the nost inportant and the tine
reviewers are willing to give is precious. To help the reviewer,
YANG stresses readability, with a human-friendly syntax, natural data
hi erarchy, and sinple, concise statenents.

3.3.3. Device Devel oper

The YANG nodel tells the device devel oper what data is bei ng nodel ed.
The devel oper reads the YANG nodels and writes code that supports the
nodel . The nodel describes the data hierarchy and associ ated
constraints, and the description and reference material helps the
devel oper understand how to transformthe nodel’s viewinto the
device’s native inplenmentation

3.3.3.1. Generic Content Support

The YANG nodel can be conpiled into a YANG based engi ne for either
the client or server side. |Inconing data can be validated, as can
out goi ng data. The conplete configuration datastore may be vali dated
in accordance with the constraints described in the data nodel

Serializers and de-serializers for generating and recei vi ng NETCONF
content can be driven by the neta-data in the nodel. As data is
received, the neta-data is consulted to ensure the validity of

i ncom ng XM. el ement s.

3.3.3.2. XM Definitions
The YANG nodul e dictates the XM. encoding for data sent via NETCONF.
The rules that define the encoding are fixed, so the YANG nodul e can

be used to ascertain whether a specific NETCONF payl oad i s obeying
the rul es.
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3.3.4. Application Devel oper

The YANG nodul e tells the application devel oper what data can be
nodel ed. Devel opers can inspect the nodul es and take one of three
distinct views. In this section, we will consider them and the

i npact of YANG on their design. |In the real world, nost applications
are a mxture of these approaches.

3.3.4.1. Hard Coded

An application can be coded against the specific, well-known contents
of YANG nodul es, inplenenting their organization, rules, and logic
directly with explicit know edge. For exanple, a script could be
witten to change the domain name of a set of devices using a
standard YANG nodul e that includes such a | eaf node. This script
takes the new domain nanme as an argunment and inserts it into a string
containing the rest of the XML encodi ng as required by the YANG
nmodul e. This content is then sent via NETCONF to each of the

devi ces.

This type of application is useful for small, fixed probl ens where
the cost and conplexity of flexibility are overwhel ned by the ease of
hard codi ng direct know edge into the application

3.3.4.2. Bottom Up

An application may take a generic, bottom up approach to
configuration, concentrating on the device's data directly and
treating that data w thout specific understanding.

YANG nodul es may be used to drive the operation of the YANG

equi valent of a "M B browser". Such an application mani pul ates the
device’s configuration data based on the data organi zati on cont ai ned
in the YANG nodul e. For exanple, a GU nmmy present a straightforward
vi sual i zation where el enments of the YANG hierarchy are depicted in a
hi erarchy of folders or GU panels. dicking on a line expands to
the contents of the matching XM hi erarchy.

This type of GUI can easily be built by generating XSLT styl esheets
fromthe YANG data nbdels. An XSLT engine can then be used to turn
configuration data into a set of web pages.

The YANG nodul es allow the application to enforce a set of
constraints w thout understanding the semantics of the YANG nodul e.
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3.3.4.3. Top Down

In contrast to the bottom up approach, the top-down approach all ows
the application to take a view of the configuration data that is
distinct fromthe standard and/or proprietary YANG nodul es. The
application is free to construct its own nodel for data organization
and to present this nodel to the user. Wen the application needs to
transmt data to a device, the application transforms its data from
the problemoriented view of the world into the data needed for that
particul ar device. This transformation is under the control and

mai nt enance of the application, allowing the transfornmation to be
changed and updated without affecting the device.

For exanple, an application could be witten that nodels VPNs in a
networ k-oriented view The application would need to transformthese
hi gh-1evel VPN definitions into the configuration data that would be
handed to any particular device within a VPN

Even in this approach, YANG is useful since it can be used to nodel

the VPN. For exanmple, the followi ng VPN straw man nodels a list of

VPNs, each with a protocol, a topology, a list of nenber interfaces,
and a list of classifiers.

I'ist exanpl e-bgpvpn {
key narne;
|l eaf nane { ... }
| eaf protocol {
type enuneration {
enum bgpvpn;
enum | 2vpn;

}

}
| eaf topol ogy {
type enuneration {
enum hub- n- spoke;
enum nesh;

}

list nmenbers {
key "device interface"
| eaf device { ... }
leaf interface { ... }

list classifiers {

}
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The application can use such a YANG nodule to drive its operation
buil ding VPN i nstances in a database and then pushing the
configuration for those VPNs to individual devices either using a
standard device nodel (e.g., exanple-bgpvpn.yang) or by transforning
that standard device content into sone proprietary format for devices
that do not support that standard.

4. Model i ng Consi derations

This section discusses considerations the nodel er should be aware of
whi | e devel opi ng nodel s in YANG

4.1. Default Values

The concept of default values is sinple, but their details,
representation, and interaction with configuration data can be
difficult issues. NETCONF | eaves default values as a data nodel

i ssue, and YANG gives flexibility to the device inplenmentation in
terns of how default values are handled. The requirenent is that the
device "MJST operationally behave as if the | eaf was present in the
data tree with the default value as its value". This gives the
device inpl enentation choices in how default val ues are handl ed.

One choice is to view the configuration as a set of instructions for
how t he devi ce should be configured. |If a data value that is given
as part of those instructions is the default value, then it should be
retained as part of the configuration, but if it is not explicitly
given, then the value is not considered to be part of the
configuration.

Anot her choice is to trimvalues that are identical to the default
values, inplicitly renoving themfromthe configuration datastore
The act of setting a leaf to its default value effectively del etes
that | eaf.

The device could al so choose to report all default val ues, regardl ess
of whether they were explicitly set. This choice eases the work of a
client that needs default values, but nmay significantly increase the

size of the configuration data.

These choi ces reflect the default handling schenes of wi dely depl oyed

net wor ki ng devi ces and supporting them allows YANG to reduce
i mpl enent ati on and depl oynent costs of YANG based nodel s.
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When the client retrieves data fromthe device, it nmust be prepared
to handl e the absence of |eaf nodes with the default value, since the
server is not required to send such leaf elements. This permts the
device to inplenment either of the first two default handling schenes
gi ven above.

Regardl ess of the inplenentation choice, the device can support the
"wi th-defaults" capability [ RFC6243] and give the client the ability
to select the desired handling of default val ues.
When eval uating the XPath expressions for constraints like "nust" and
"when", the evaluation context for the expressions wll include any
appropriate default values, so the nodel er can depend on consi stent
behavi or fromall devices.

4.2. Conpliance
I n devel opi ng good data nodels, there are many conflicting interests
the data nodel er nmust keep in mind. Mdelers need to be aware of
five issues with nodel s and devi ces:
0 useful ness
o conpliance
o flexibility
0 extensibility
o deviations
For a nmodel to be interesting, it nust be useful, solving a problem
in a nore direct or nore powerful way than can be acconplished
wit hout the nodel. The nodel should nmaxi m ze the useful ness of the
nodel within the probl em donain.

Model ers shoul d build nodels that maxi m ze the nunber of devices that

can faithfully inplement the nmodel. |If the nodel is drawn too
narrow y, or includes too many assunptions about the device, then the
difficulty and cost of accurately inplenenting the nodel will lead to

lowquality inplenentations and interoperability issues, and will
reduce the val ue of the nodel

Model ers can use the "feature" statenent in their nodels to give the

device sone flexibility by partitioning their nodel and allow ng the
device to indicate which portions of the nodel are inplenented on the
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device. For exanple, if the nodel includes sone "logging" feature, a
device with no storage facilities for the log can tell the client
that it does not support this feature of the nodel

Model s can be extended via the "augnent" statenent, and the nodel er
shoul d consider how their nodel is likely to be extended. These
augrment ati ons can be defined by vendors, applications, or standards
bodi es.

Devi ations are a neans of allowi ng the devices to indicate where its
i mpl ementation is not in full conpliance with the nodel. For

exanpl e, once a nodel is published, an inplenenter nmay decide to nake
a particular node configurable, where the standard nodel describes it
as state data. The inplenentation reports the value normally and may
decl are a deviation that this device behaves in a different manner
than the standard. Applications capabl e of discovering this

devi ation can nake all owances, but applications that do not discover
the deviation can continue treating the inplenentation as if it were
compliant.

Rarely, inplenentations may nmake deci sions that prevent conpliance
with the standard. Such occasions are regrettable, but they remain a
part of reality, and nodel ers and application witers ignore them at
their owmn risk. An inplenentation that enmits an integer |eaf as
"cow' would be difficult to manage, but applications should expect to
encounter such m sbehaving devices in the field.

Despite this, both client and server should view the YANG nodul e as a
contract, with both sides agreeing to abide by the terns. The
nodel er shoul d be explicit about the terms of such a contract, and
both client and server inplenentations should strive to faithfully
and accurately inplenment the data nodel described in the YANG nodul e.

4.3. Data Distinctions
The distinction between configuration data, operational state data,
and statistics is inportant to understand for data nodel witers and
peopl e who plan to extend the NETCONF protocol. This section first
di scusses sone background and then provides a definition and sone
exanpl es.

4.3.1. Background

During the 1 AB NM wor kshop, operators did formulate the follow ng two
requirenents, as listed in [ RFC3535]:
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2. It is necessary to nake a clear distinction between
configuration data, data that describes operational state,
and statistics. Sone devices nake it very hard to determ ne
whi ch paraneters were adm nistratively configured and which
wer e obtained via other nechani sns such as routing
pr ot ocol s.

3. It isrequired to be able to fetch separately configuration
data, operational state data, and statistics from devices,
and to be able to conpare these between devi ces.

The NETCONF protocol defined in RFC 4741 distingui shes two types of
data -- nanely, configuration data and state data:

Configuration data is the set of witable data that is
required to transforma systemfromits initial default state
into its current state.

State data is the additional data on a systemthat is not
configuration data such as read-only status information and
coll ected statistics.

NETCONF does not follow the distinction fornulated by the operators
bet ween configuration data, operational state data, and statistica
data, since it considers state data to include both statistics and
operational state data.

4,.3.2. Definitions

Below is a definition for configuration data, operational state data,
and statistical data. The definition borrows from previous work.

o0 Configuration data is the set of witable data that is required to
transforma systemfromits initial default state into its current
state [ RFC4741].

0 COperational state data is a set of data that has been obtained by
the systemat runtine and influences the systenis behavior simlar
to configuration data. In contrast to configuration data,
operational state is transient and nodified by interactions with
i nternal conponents or other systens via specialized protocols.

o Statistical data is the set of read-only data created by a system
itself. It describes the performance of the systemand its
conmponent s.

The followi ng exanples help to clarify the difference between
configuration data, operational state data, and statistical data.
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4.3.2.1. Exanple 1: IP Routing Table

IP routing tables can contain entries that are statically configured
(configuration data) as well as entries obtained fromrouting
protocol s such as OSPF (operational state data). |In addition, a
routing engine mght collect statistics |ike how often a particul ar
routing table entry has been used.

4.3.2.2. Exanple 2: Interfaces

Network interfaces usually cone with a | arge nunber of attributes
that are specific to the interface type and in sone cases specific to
the cable plugged into an interface. Exanples are the maxi mum
transm ssion unit of an interface or the speed detected by an

Et hernet interface.

In many depl oynents, systens use the interface attributes detected
when an interface is initialized. As such, these attributes
constitute operational state. However, there are usually provisions
to overwite the discovered attributes with static configuration

data, like for exanple configuring the interface MIU to use a
specific value or forcing an Ethernet interface to run at a given
speed.

The systemwi ||l record statistics (counters) neasuring the nunber of
packets, bytes, and errors received and transmtted on each
i nterface.

4.3.2.3. Exanple 3: Account Information

Systens usually maintain static configuration information about the
accounts on the system |In addition, systens can obtain information
about accounts from other sources (e.g., Lightweight Directory Access
Prot ocol (LDAP), Network Information Service (NIS)) dynamcally,

| eading to operational state data. Infornation about account usage
is an exanple of statistical data.

Note that configuration data supplied to a systemin order to create
a new account m ght be supplenented with additional configuration

i nformati on determ ned by the system when the account is being
created (such as a unique account id). Even though the system m ght
create such information, it usually becones part of the static
configuration of the systemsince this data is not transient.
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4.3.3. Inplications

The primary focus of YANG is configuration data. There is no single
mechani sm defined for the separation of operational state data and
statistics since NETCONF treats themboth as state data. This
section describes several different options for addressing this

i ssue.

4.3.3.1. Dat a Model s

The first option is to have data nodels that explicitly differentiate
bet ween configuration data and operational state data. This leads to
duplication of data structures and m ght not scale well froma
nmodel i ng perspecti ve.

For exanple, the configured duplex value and the operational duplex
val ue woul d be distinct leafs in the data nodel.

4.3.3.2. Additional Operations to Retrieve Operational State

The NETCONF protocol can be extended with new protocol operations
that specifically allow the retrieval of all operational state, e.g.
by introduci ng a <get-ops> operation (and perhaps al so a <get-stats>
operation).

4.3.3.3. Introduction of an Operational State Datastore

Anot her option could be to introduce a new "configuration" data store
that represents the operational state. A <get-config> operation on

t he <operational > data store would then return the operational state
determi ning the behavior of the box instead of its static and
explicit configuration state.

4.4, Direction

At this time, the only viable solution is to distinctly nodel the
configuration and operational values. The configuration |eaf would
i ndi cate the desired value, as given by the user, and the operationa
| eaf woul d indicate the current value, as observed on the device.

In the duplex exanple, this would result in two distinct |eafs being

defined, "duplex" and "op-duplex", one with "config true" and one
with "config fal se".
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6.

6.

In some cases, distinct |eafs would be used, but in others, distinct
lists mght be used. Distinct lists allows the list to be organized
in different ways, with different constraints. Keys, sorting, and
constraint statenments |ike nust, unique, or when nmay differ between
configuration data and operational data.

For exanple, configured static routes might be a distinct list from
the operational routing table, since the use of keys and sorting
m ght differ.

Security Considerations

Thi s docunent di scusses an architecture for network managenent using
NETCONF and YANG. It has no security inpact on the Internet.
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